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€€ To choose a definition is to plead a cause. ”

Charles Leslie Stevenson (1908-1979)
Analytic philosopher

Cybersecurity is a broadly used term, whose definitions are highly variable, often subject-
ive, and at times, uninformative. The absence of a concise, broadly acceptable definition
that captures the multidimensionality of cybersecurity impedes technological and scientific
advances by reinforcing the predominantly technical view of cybersecurity while separating
disciplines that should be acting in concert to resolve complex cybersecurity challenges. In
conjunction with an in-depth literature review, we led multiple discussions on cybersecur-
ity with a diverse group of practitioners, academics, and graduate students to examine mul-
tiple perspectives of what should be included in a definition of cybersecurity. In this article,
we propose a resulting new definition: "Cybersecurity is the organization and collection of
resources, processes, and structures used to protect cyberspace and cyberspace-enabled
systems from occurrences that misalign de jure from de facto property rights." Articulating
a concise, inclusive, meaningful, and unifying definition will enable an enhanced and en-
riched focus on interdisciplinary cybersecurity dialectics and thereby will influence the ap-
proaches of academia, industry, and government and non-governmental organizations to
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cybersecurity challenges.

Introduction

The term "cybersecurity" has been the subject of aca-
demic and popular literature that has largely viewed
the topic from a particular perspective. Based on the lit-
erature review described in this article, we found that
the term is used broadly and its definitions are highly
variable, context-bound, often subjective, and, at times,
uninformative. There is a paucity of literature on what
the term actually means and how it is situated within
various contexts. The absence of a concise, broadly ac-
ceptable definition that captures the multidimensional-
ity of cybersecurity potentially impedes technological
and scientific advances by reinforcing the predomin-
antly technical view of cybersecurity while separating
disciplines that should be acting in concert to resolve
complex cybersecurity challenges. For example, there is
a spectrum of technical solutions that support cyberse-
curity. However, these solutions alone do not solve the
problem; there are numerous examples and consider-
able scholarly work that demonstrate the challenges re-
lated to organizational, economic, social, political, and
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other human dimensions that are inextricably tied to
cybersecurity efforts (e.g., Goodall et al., 2009; Buckland
et al., 2010; Deibert, 2012). Fredrick Chang (2012),
former Director of Research at the National Security
Agency in the United States discusses the interdisciplin-
ary nature of cybersecurity:

“A science of cybersecurity offers many opportun-
ities for advances based on a multidisciplinary ap-
proach, because, after all, cybersecurity is fundamentally
about an adversarial engagement. Humans must defend
machines that are attacked by other humans using ma-
chines. So, in addition to the critical traditional fields of
computer science, electrical engineering, and mathemat-
ics, perspectives from other fields are needed.”

In attempting to arrive at a more broadly acceptable
definition aligned with the true interdisciplinary nature
of cybersecurity, we reviewed relevant literature to
identify the range of definitions, to discern dominant
themes, and to distinguish aspects of cybersecurity.
This research was augmented by multiple engagements
with a multidisciplinary group of cybersecurity practi-
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tioners, academics, and graduate students. Together,
these two activities resulted in a new, more inclusive,
and unifying definition of cybersecurity that will hope-
fully enable an enhanced and enriched focus on inter-
disciplinary cybersecurity dialectics and thereby
influence the approaches of academia, industry, and
government and non-government organizations to cy-
bersecurity challenges. This article reflects the process
used to develop a more holistic definition that better
situates cybersecurity as an interdisciplinary activity,
consciously stepping back from the predominant tech-
nical view by integrating multiple perspectives.

Literature Review

Our literature review spanned a wide scope of sources,
including a broad range of academic disciplines includ-
ing: computer science, engineering, political studies,
psychology, security studies, management, education,
and sociology. The most common disciplines covered in
our literature review are engineering, technology, com-
puter science, and security and defence. But, to a much
lesser extent, there was also evidence of the topic of cy-
bersecurity in journals related to policy development,
law, healthcare, public administration, accounting,
management, sociology, psychology, and education.

Cavelty (2010) notes there are multiple interlocking dis-
courses around the field of cybersecurity. Deconstruct-
ing the term cybersecurity helps to situate the
discussion within both domains of "cyber" and "secur-
ity" and reveals some of the legacy issues. “Cyber” is a
prefix connoting cyberspace and refers to electronic
communication networks and virtual reality (Oxford,
2014). It evolved from the term "cybernetics", which re-
ferred to the “field of control and communication the-
ory, whether in machine or in the animal” (Wiener,
1948). The term "cyberspace" was popularized by Willi-
am Gibson’s 1984 novel, Neuromancer, in which he de-
scribes his vision of a three-dimensional space of pure
information, moving between computer and computer
clusters where people are generators and users of the in-
formation (Kizza, 2011). What we now know as cyber-
space was intended and designed as an information
environment (Singer & Friedman, 2013), and there is an
expanded appreciation of cyberspace today. For ex-
ample, Public Safety Canada (2010) defines cyberspace
as “the electronic world created by interconnected net-
works of information technology and the information
on those networks. It is a global commons where...
people are linked together to exchange ideas, services
and friendship.” Cyberspace is not static; it is a dynam-
ic, evolving, multilevel ecosystem of physical infrastruc-
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ture, software, regulations, ideas, innovations, and in-
teractions influenced by an expanding population of
contributors (Deibert & Rohozinski, 2010), who repres-
ent the range of human intentions.

As for the term "security", in the literature we re-
viewed, there appeared to be no broadly accepted
concept, and the term has been notoriously hard to
define in the general sense (Friedman & West, 2010;
Cavelty, 2008). According to Buzan, Weever, and Wilde
(1998), discourses in security necessarily include and
seek to understand who securitizes, on what issues
(threats), for whom (the referent object), why, with
what results, and under what conditions (the struc-
ture). Although there are more concrete forms of secur-
ity (e.g., the physical properties, human properties,
information system properties, or mathematical defini-
tions for various kinds of security), the term takes on
meaning based on one’s perspective and what one val-
ues. It remains a contested term, but a central tenet of
security is being free from danger or threat (Oxford,
2014). Further, although we have indicated that secur-
ity is a contested topic, Baldwin (1997) states that one
cannot use this designation as “an excuse for not for-
mulating one’s own conception of security as clearly
and precisely as possible”.

As a result of our literature review, we selected nine
definitions of cybersecurity that we felt provided the
material perspectives of cybersecurity:

1. “Cybersecurity consists largely of defensive methods
used to detect and thwart would-be intruders.”
(Kemmerer, 2003)

2. “Cybersecurity entails the safeguarding of computer
networks and the information they contain from
penetration and from malicious damage or disrup-
tion.” (Lewis, 2006)

3. “Cyber Security involves reducing the risk of mali-
cious attack to software, computers and networks.
This includes tools used to detect break-ins, stop vir-
uses, block malicious access, enforce authentication,
enable encrypted communications, and on and on.”
(Amoroso, 2006)

4. “Cybersecurity is the collection of tools, policies, se-
curity concepts, security safeguards, guidelines, risk
management approaches, actions, training, best
practices, assurance and technologies that can be
used to protect the cyber environment and organiza-
tion and user's assets.” (ITU, 2009)
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5. “The ability to protect or defend the use of cyber-
space from cyber-attacks.” (CNSS, 2010)

6. “The body of technologies, processes, practices and
response and mitigation measures designed to pro-
tect networks, computers, programs and data from
attack, damage or unauthorized access so as to en-
sure confidentiality, integrity and availability.” (Pub-
lic Safety Canada, 2014)

7. “The art of ensuring the existence and continuity of
the information society of a nation, guaranteeing
and protecting, in Cyberspace, its information, as-
sets and critical infrastructure.” (Canongia & Man-
darino, 2014)

8. “The state of being protected against the criminal or
unauthorized use of electronic data, or the measures
taken to achieve this.” (Oxford University Press,
2014)

9. “The activity or process, ability or capability, or state
whereby information and communications systems
and the information contained therein are protected
from and/or defended against damage, unauthor-
ized use or modification, or exploitation.” (DHS,
2014)

Although some of these definitions include references
to non-technical activities and human interactions,
they demonstrate the predominance of the technical
perspective within the literature. As stated by Cavelty
(2010), the discourse and research in cybersecurity “ne-
cessarily shifts to contexts and conditions that determ-
ine the process by which key actors subjectively arrive
at a shared understanding of how to conceptualize and
ultimately respond to a security threat”. Accordingly,
within their particular context, the definitions above
are helpful but do not necessarily provide a holistic
view that supports interdisciplinarity. Referring back to
Buzan, Weever, and Wilde’s (1998) discussion of securit-
ization studies, any definition should be able to cap-
ture an understanding of the actor, subject, the
referent object, the intentions and purposes, the out-
comes, and structure. In our review of the literature,
we did not find a definition that is inclusive, impactful,
and unifying. Cybersecurity is a complex challenge re-
quiring interdisciplinary reasoning; hence, any result-
ing definition must attract currently disparate
cybersecurity stakeholders, while being unbiased,
meaningful, and fundamentally useful.
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Towards a New Definition

Faced with many definitions of cybersecurity from the
literature, we opted for a pragmatic qualitative research
approach to support the definitional process, which
melds objective qualitative research with subjective
qualitative research (Cooper, 2013). In effect, the result
is a notional definition that is grounded in objectivity
(e.g., an intrusion-detection system) versus supposition
(e.g., the intentions of a hacker). This definitional pro-
cess included: a review of the literature, the identifica-
tion of dominant themes and distinguishing aspects,
and the development of a working definition. This
definition was in turn introduced to the multidisciplin-
ary group discussions for further exploration, expan-
sion, and refinement to arrive at the posited definition.

Dominant themes

In our literature review, we identified five dominant
themes of cybersecurity: i) technological solutions; ii)
events; iii) strategies, processes, and methods; iv) hu-
man engagement; and v) referent objects (of security).
Not only do these themes support the interdisciplinary
nature of cybersecurity, but, in our view, help to
provide critical context to the definitional process.

Distinguishing aspects

In conjunction with the emergence of the themes, we
formulated distinguishing aspects of cybersecurity, ini-
tially through discussion amongst the authors to be re-
fined later through the multidisciplinary group
discussions. In the end, we identified that cybersecurity
is distinguished by:

¢ its interdisciplinary socio-technical character

* being a scale-free network, in which the capabilities of
network actors are potentially broadly similar

* high degrees of change, connectedness, and speed of
interaction

Through the process, there was consensus within the
multidisciplinary group to adopt the view that the Inter-
net is a scale-free network (e.g., Barabdsi & Albert,
1999), meaning it is a network whose degree distribu-
tion follows a power law, at least asymptotically. Even
though this characterization of the Internet is a subject
of debate (e.g., Wallinger et al., 2009), we argue that
there are cyber-attack scenarios, and especially the
evolution of malware markets, where the capabilities
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for launching attacks has been largely commoditized,
hence flattening the space of network actors.

Throughout the initial part of the process that resulted
in a working paper, we intentionally attempted to re-
dress the technical bias of extant definitions in the cy-
bersecurity literature by ensuring that scholars and
practitioners contributed to the discussion and were
provided an opportunity to review and comment on
our initial definition, themes, and distinguishing as-
pects. To expand the discussion and create additional
scholarly dialogue, we posited an original "seed" defini-
tion for discussion and further refinement during two
three-hour engagements with a multidisciplinary group
of cybersecurity practitioners, academics, industry ex-
perts from the VENUS Cybersecurity Institute (venus

Table 1. Emergent cybersecurity definitions and critiques
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cyber.com), and graduate students in the Technology In-
novation Management program (timprogram.ca) at Car-
leton University in Ottawa, Canada.

Emergent definitions of cybersecurity

Our engagement with the multidisciplinary group
primarily consisted of providing selected readings from
the literature, an initial presentation and discussion of
our own work to date, followed by a syndicate activity
related to distinguishing aspects and defining cyberse-
curity. Three syndicates were formed from the group
and they were asked to develop their own definitions.
These definitions, along with the authors’ brief cri-
tiques, are presented in Table 1. The first two defini-
tions were developed by the authors, whereas the next
three definitions arose from group participants.

Participant Working Definitions

Critique(s)

1  “Cybersecurity is the protection of information/data,
assets, services, and systems of value to reduce the
probability of loss, damage/corruption, compromise, or
misuse to a level commensurate with the value assigned.”

In the main, the feedback suggested that the inclusion of
value introduced the human concepts related to security,
but that the definition was too prescriptive and suffered
the problem of a restrictive "listing” of what is being
protected.

2 “Cybersecurity is a collection of interacting processes
intended to protect cyberspace and cyberspace-enabled
systems (collectively resources) from intentional actions
designed to misalign actual resource property rights from
the resource owner perceived property rights.”

This definition introduced the emerging cyber-physical
environment and included the important concept of
control over property rights. However, the definition’s
focus on "human intentional actions" was viewed as being
overly restrictive.

3 “Cybersecurity is a collection of interacting processes
intended to make cyberspace safe and secure.”

Specifically intended to be broader than the seed
definition, this definition introduced more problems than
it solved because it was unnecessarily broad and
introduced the contested notion of safety with security.

4  “Cybersecurity is a domain dedicated to the study and
practice of the protection of systems or digital assets from
any action taken to impose authorization on those
systems or digital assets that do not align with the
property rights of the resource facility as understood by its
owner.”

In this definition, the concepts of property rights and
control were introduced. However, there were concerns
about the potential implications of "action taken" to
mean limiting cybersecurity to human actors. Also there
were concerns regarding the terms, which imposed limits
on the scope of the definition such as "study" and
"practice”, thereby situating the issues largely within the
academic domain.

5 “Cybersecurity is the state in which power over the
execution of computers (sensu lato) and over information
in the control of computers is where it should be.”

This definition reinforced the notions of control over
information and systems. The main criticism was defining
cybersecurity as a state.

www.timreview.ca
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A New Definition of Cybersecurity

We propose the following definition, which integrates
key concepts drawn from the literature and engage-
ment with the multidisciplinary group:

Cybersecurity is the organization and collection
of resources, processes, and structures used to protect cy-
berspace and cyberspace-enabled systems from occur-
rences that misalign de jure from de facto property
rights.

We deconstruct this definition as follows:

* ...the organization and collection of resources, pro-
cesses, and structures...: This aspect captures the mul-
tiple, interwoven dimensions and inherent complexity
of cybersecurity, which ostensibly involve interactions
between humans, between systems, and between hu-
mans and systems. By avoiding discussion of which re-
sources, processes, or structures, the definition
becomes non-prescriptive and recognizes the dynam-
ic nature of cybersecurity.

* ...used to protect cyberspace and cyberspace-enabled
systems...: This aspect includes protection, in the
broadest sense, from all threats, including intentional,
accidental, and natural hazards. This aspect also in-
corporates the traditional view of cyberspace but in-
cludes those systems that are not traditionally viewed
as part of cyberspace, such as computer control sys-
tems and cyber-physical systems. By extension, the
protection applies to assets and information of con-
cern within cyberspace and connected systems.

e ...from occurrences...: This aspect recognizes that
"protections" are intended to address the full range of
intentional events, accidental events, and natural haz-
ards. It also suggests that some of the occurrences are
unpredictable.

e ...that misalign de jure from de facto property
rights...: This aspect incorporates the two separate no-
tions of ownership and control that dominate discus-
sion of cybersecurity and digital assets introduced in
the property rights framework of Ostrom and Hess
(2007), which include access, extraction, contribution,
removal, management, exclusion, and alienation. Any
event or activity that misaligns actual (de facto) prop-
erty rights from perceived (de jure) property rights,
whether by intention or accident, whether known or
unknown, is a cybersecurity incident.
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Substantiating Our Definition

As discussed earlier, our definition should engender
greater interdisciplinary and collaborative efforts on cy-
bersecurity. Our goal is to “bring together” not to “push
apart” or “isolate”. Our success (or failure) can be partly
validated if we can demonstrate that:

1. We can map other definitions of cybersecurity into
our definition.

2. Our definition is unifying and inclusive in that it sup-
ports interdisciplinarity.

To assist in the analysis and mapping of the definitions
to our new definition, we identified conceptual categor-
ies from definitions drawn from the literature as well as
our own definition (Table 2). Unless otherwise cited, the
category definitions are drawn largely from the Oxford
(2014) online dictionary. The exact wordings of the
definitions are meant to be as encompassing as possible.

A number of definitions of cybersecurity were presented
in this article. Some of the definitions are from the liter-
ature and drive the perspectives of certain communit-
ies. Other definitions arose through our group
discussions and related activities. Table 3 provides ex-
amples of how our analysis was applied to sample defin-
itions from the literature and group discussions.

The above analysis helps to demonstrate that our new
definition is inclusive of key components from a sample
of extant and participant definitions. Furthermore,
three of the dominant themes - technological solutions;
strategies, processes, and methods; and human engage-
ment — are all refinements of the “the organization and
collection of resources, processes, and structures used
to protect...” component of our definition. The domin-
ant theme of “events” is a refinement of “occurrences.”
We also view “referent objects (of security)” as a refine-
ment of “cyberspace and cyberspace-enabled systems.”
Retrospectively, we therefore show how our definition is
consistent with the dominant themes of cybersecurity
and reflects the previously identified distinguishing as-
pects. Therefore, this mapping illustrates how our defin-
ition supports interdisciplinarity.

Conclusion
We have provided a new, more inclusive, and unifying

definition of cybersecurity that we believe will enable an
enhanced and enriched focus on interdisciplinary cy-
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bersecurity dialectics and, thereby, will influence the ap-
proaches of researchers, funding agencies, and organiza-
tions to cybersecurity challenges. For example, the new
definition and associated perspectives could lead to
changes in public policy and inform legislative actions.

The definition resulting from the work reported herein
has a number of potentially salutary features, including:

1. Contributing a major unifying theme by positioning
cybersecurity as an interdisciplinary domain, not a
technical domain.

2. Supporting inclusiveness demonstrated through the
relationship to the five dominant -cybersecurity
themes and mapping to previous definitions.

3. Incorporating the evolution towards a more intercon-
nected world through inclusion of both cyberspace
and cyberspace-enabled systems. The latter includes
cyber-physical systems and control systems.

4. Using protection — as a fundamental concept within
security — in a broad sense within the definition, in-
cluding protection from intentional events, accident-
al events, and natural hazards.

5. Incorporating the “property rights” framework of Os-
trom and Hess (2007), which includes access, extrac-
tion, contribution, removal, management, exclusion,
and alienation. Thus, the discussion moves beyond
traditional assets and information terms to broadly in-
clude that which has meaning or value.

The absence of a concise, universally acceptable defini-
tion that captures the multidimensionality of cyberse-
curity impedes technological and scientific advances by
reinforcing the predominantly technical view of cyberse-
curity while separating disciplines that should be acting
in concert to resolve complex cybersecurity challenges.
It has become increasingly apparent that cybersecurity
is interdisciplinary. The more inclusive, unifying defini-
tion presented in this article aims to facilitate interdis-
ciplinary approaches to cybersecurity. We hope that the
definition will be embraced by the multiple disciplines
engaged in cybersecurity efforts, thereby opening the
door to greater understanding and collaboration needed
to address the growing and complex threats to cyber-
space and cyberspace-enabled systems.

www.timreview.ca
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Table 2. Conceptual categories and their definitions

Category Definition

Asset In general, defined as “a useful or valuable
thing or person”. Here, we refine the
definition to refer to “cyberspace and

cyberspace-enabled systems”.

Capability An abbreviation for the organization and
combination of resources, processes, and

structures.

Misalign Align is defined as “put (things) into correct:
appropriate relative positions”; hence,
misalign results in incorrect or inappropriats

positions.

Occurrence An incident or event.

Organization  “A firm’s policies and procedures ‘organized
to exploit the full competitive potential of its
resources and capabilities”” (Kozlenkova et
al., 2013). We generalize “firms” to

“institutions”.

Process The fact of going on or being carried on, as a
action or series of actions; progress, course.
in (the) process of (doing something): in the
course of; in the act of carrying out (a
particular task, etc.).

in process: going on, being done; in progress

Property right  An enforceable authority to undertake
particular actions in specific domains.
Includes the rights of access, withdrawal,
management, exclusion, and alienation

(Ostrom & Hess, 2007).

Protect Keep safe from harm or injury.

Resource “Tangible and intangible assets [‘firms’] use
to conceive of and implement [their]
strategies” (Kozlenkova et al., 2013). We

generalize “firms” to “institutions”.
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Table 3. Examples of cybersecurity definitions and related analysis of the proposed definition

Definitions of Cybersecurity

Analysis
(Key Terms — Corresponding Terms in Proposed Definition)

"The state of being protected against the criminal or
unauthorized use of electronic data, or the measures
taken to achieve this." (Oxford University Press, 2014)

“protected” — PROTECT

“criminal or unauthorized use” — MISALIGN
“electronic data” — ASSETS and PROPERTY RIGHTS
“measures taken...”— CAPABILITY

"The activity or process, ability or capability, or state
whereby information and communications systems and
the information contained therein are protected from
and/or defended against damage, unauthorized use or
modification, or exploitation.” (DHS, 2014)

“activity or process, ability or capability, or state” —
CAPABILITY

“ information and communications systems and the
information contained therein” — ASSETS and
PROPERTY RIGHTS

“protected from and/or defended” — PROTECT
“damage, unauthorized use or modification, or
exploitation” — MISALIGN

"Cybersecurity entails the safeguarding of computer
networks and the information they contain from
penetration and from malicious damage or disruption.”
(Lewis, 2006)

“safeguarding” — CAPABILITY

“computer networks and information” — ASSETS and
PROPERTY RIGHTS

“penetration and from malicious damage or
disruption” — OCCURRENCES or MISALIGN

"Cybersecurity involves reducing the risk of malicious
attack to software, computers and networks. This
includes tools used to detect break-ins, stop viruses,
block malicious access, enforce authentication, enable
encrypted communications, and on and on."” (Amoroso,
2006).

“involves reducing the risk” — CAPABILITY

“of malicious attack” — OCCURRENCES or MISALIGN
“software, computers and networks” — ASSETS and
PROPERTY RIGHTS

“includes tools used to detect break-ins, stop viruses,
block malicious access, enforce authentication, enable
encrypted communications, and on and on” —
CAPABILITY

"Cybersecurity is the collection of tools, policies,
security concepts, security safeguards, guidelines, risk
management approaches, actions, training, best
practices, assurance and technologies that can be used
to protect the cyber environment and organization and
user's assets." (ITU, 2009)

“the collection of tools, policies, security concepts,
security safeguards, guidelines, risk management
approaches, actions, training, best practices,
assurance and technologies” — CAPABILITY

“to protect” — PROTECT

“cyber environment and organization and user's
assets” — ASSETS and PROPERTY RIGHTS

“Cybersecurity is a collection of interacting processes
intended to make cyberspace safe and secure.”
(Definition from group discussions)

“interacting processes” — PROCESS and CAPABILITY
“safe and secure” — PROTECT

“Cybersecurity is the state in which power over the
execution of computers (sensu lato) and over
information in the control of computers is where it
should be.” (Definition from group discussions)

“power over the execution of computers and over
information in the controls of computers is where it
should be”— ASSETS and PROPERTY RIGHTS

www.timreview.ca
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