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Global Intelligence Network

Attack Sensors Spam/Phishing
* 69M attack sensors * 5M decoy accounts
* Thousandsofevents per * 8B+ email messages/day
second * 1.4B+ web requests/day
Malware Activity Vulnerabilities
* >180M client, server, * 60,000+ vulnerabilities
gateways monitored * 16,500+ vendors
* Global Coverage * 43,000+ products
Big Data Analytics
* 4 trillion rows/ 150 TB
e 55,000 added every
second
» 13.8 billionfiles
e 21.3 billion URLs
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Cyber Threat Overview
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Ransomware Data Breaches

Cyberespionage
Malicious Insider

Mobile & Social Internet of Things

Carleton University — Technology Innovation Management Program f Syma ntec. n



Scareware

GET FULL PROTECTION

a Security Scanner
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Warning! 19 infections found!
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Ransomware

Your computer

has been locked!

HOW TO UNLOCK YOUR COMPUTER:

Your computer has been locked due to suspicion of illegal content

downleading and distribution. :;:1 y;:t:: to one of this
Mentioned illegal content (414 Mb of video files) was automatically W‘m: 9 K8 @

classified as child pornographic materials. Such actions, in whole or in
part, violate following U.S. Federal Laws:
18 U.S.C. § 2251- Sexual Exploitation of Children (Production of child Get a MooeyPak and
pornography) 2 purchase & with cash at the
18 U.S.C. § 2252- Certain activities relating to material involving the @ MoneyPak et
sexual exploitation of minors (Possession, distribution and receipt of
child pornography)
18 U.5.C. § 2252A- certain activities relating to material constituting or Come back and enter your

containing child pomography MoneyPak code to unlock
’ your computer (5 attempts
available)

Moot Ulprssas

Any individual who violates, or attempts to violate, or conspires to
violate mentioned laws shall be sentenced to a mandatory term of Code
imprisonment from 4 to 30 years and shall be fined up to $250,000.

In order to resolve the situation in an above-mentioned way you
should pay a fine of $300.
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Ransomcrypt

,ﬁ CryptolLocker

Payment for private key

ﬁ"- MoneyPak

« Choosa tha amount of payment:
[300 vsp |

« Enter the MonzyPak Number:

» Mzke sure that you enter the payment information correctly and cick «PAY».,
Private key will be destroyed on
10/20/2013
6:10 PM

Time left

52:41:46
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Ransomware

Ransomware Over Time, 2013
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Critical Infrastructure
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Common Attack Types
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Web-based Attacks

Web Attacks Blocked Per Day a

568,700

75 7y

+23%
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Internet of Things

Ehe Washington Post |
How a Russian Web site peers into your
home, and your baby’s room, by hacking
webcams

Co [v s | = e e

By Terrence McCoy = W Follow @terrence_mccoy

In a dark corner of the Internet, a profound violation of privacy is quietly

unfolding unbeknownst to thousands of victims. A Russian-based Web
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Best Security Practices for Business

Restrict email attac|

Ensure an i.nfectiari"é ’

Educate users on basic se
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Questions
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