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Editorial: Blockchain
Chris McPhee, Editor-in-Chief
Anton Ljutic, Guest Editor

From the Editor-in-Chief

Welcome to the October 2017 issue of the Technology
Innovation Management Review. This month’s editori-
al theme is Blockchain, and it is my pleasure to intro-
duce our Guest Editor, Anton Ljutic, a training and
development specialist in the domains of IT security
and former Professor at Champlain Regional College in
Saint-Lambert, Canada.

For special issues scheduled for publication in 2018, we
are currently seeking contributions for the themes of
Entrepreneurship in India, Inclusive Innovation,
Frugal Innovation, and Cybersecurity. We welcome
suggestions of themes for future special issues in addi-
tion to queries from potential guest editors.

For upcoming regular issues, we are accepting general
submissions of articles on technology entrepreneur-
ship, innovation management, and other topics relev-
ant to launching and growing technology companies
and solving practical problems in emerging domains.
Please contact us (timreview.ca/contact) with potential art-
icle topics and submissions.

Chris McPhee
Editor-in-Chief

timreview.ca

From the Guest Editor

Great inventions lead to unexpected consequences.
Consider how the invention of electricity triggered
rapid innovation and transformation in telecommunic-
ations — first came the telegraph and the telephone,
then radio, television, and finally, digital convergence
over the Internet. These innovations transformed war,
politics, education, shopping, and countless other as-
pects of modern life. But it is often the social, econom-
ic, and even cultural effects of electricity that truly help
inventions go far beyond what could have been expec-
ted by their inventors. The music industry exploded
with the gramophone, health was transformed with ra-
diology and imaging, the airline industry owes its exist-
ence to cheaper aluminum, while urban landscapes
were transformed by elevators and subways. Each of
these examples shows the importance of electricity as a
“general purpose technology” — a technology “that can
lead to the creation of many sub-inventions” (Gordon,
2017).

And that is precisely what blockchain is: a general pur-
pose technology.

As its name suggests, blockchain is a chain of blocks of
information, wusually called digital ledgers. These
ledgers are chronologically linked and replicated in a
distributed database. Information can be added, but
never removed; any change is witnessed and validated
by the chain and is always available for verification.
Each block is protected by cryptography, and only
those authorized can access the information in the
ledger. Although private blockchains exist, a typical
blockchain is public, has no central authority, and is
said to be “decentralized”. Thus, the introduction of
blockchain is resulting in a move from highly central-
ized, single-point-of-failure systems to those that are
closer to being user-controlled and that provide an
auditable trail for moving things of value.

The Internet is about information exchange. Block-
chain adds a totally new dimension: the exchange of
value between potential strangers in the absence of
trusted relationships. Replacing the dependency on
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trust with cryptography means that most verification,
identification, authentication, and similar forms of as-
surance, accreditation, certification, and legalization of
identity, origin, competence, or authority of persons or
assets can now be guaranteed by mathematics. And
once trust is replaced by reliable cryptography, there
can be disintermediation of all the layers of “middle-

”

men .

The contributors to this issue of the TIM Review show
that blockchain technology has already permeated
many areas of human endeavour. None of them claims
to know where the impacts will end, but they give us a
convincing picture of a revolution in the making. The
reason is that blockchain incorporates a number of char-
acteristics that are useful, unique, and unavailable else-
where.

In the first article, Melanie Swan, a technology theorist
from Purdue University in the United States and author
of the best-selling book Blockchain: Blueprint for a New
Economy (Swan, 2015), introduces, defines, and elabor-
ates on the key concepts of the new blockchain techno-
logy. Swan highlights both the potential economic
benefits and major challenges facing the future of block-
chains.

Next, Philippa Ryan, Barrister and Lecturer in the Fac-
ulty of Law at the University of Technology Sydney, Aus-
tralia, examines “smart contracts” and the legal
implications of their proliferation on the blockchain. Ry-
an systematically examines some of the legal and prac-
tical problems that smart contracts could raise and
proceeds by showing how to avoid or bridge them. Her
overall conclusion is that smart contracts lead to key im-
provements in online transactions thanks to the nature
of blockchain technology.

In the third article, Mark Engelhardt, a partner at
Ovodenovo Intellectual Property Consulting in Ottawa,
Canada, relies on a number of participant interviews to
identify research and development directions in the
healthcare sector. Indeed, one of the areas where block-
chain is likely to cause significant changes is healthcare
and healthcare services — from the way medical records
are kept to the administration of medication and the de-
livery of dental care. The decentralized nature of block-
chains “puts the patient at the centre” and in control of,
or at least an equal participant in, the healing process.
Another relies on the blockchain’s anonymity and en-
cryption of records to provide greater control of access
to information by the patient, which paradoxically
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might lead to more data being available to researchers.
As well as preserving confidentiality, blockchain also
guarantees the integrity of records given that any tam-
pering is detectable. Lastly, blockchain might elimin-
ate waste and therefore reduce cost in a sector sorely
burdened with expensive overhead that absorbs a large
share of national resources.

In the fourth article, Greg Wolfond, CEO of SecureKey
in Toronto, Canada, argues that blockchain-based
solutions have the potential to make government oper-
ations more efficient and improve the delivery of ser-
vices in the public and private sectors. Drawing on
SecureKey’s efforts to develop digital identity technolo-
gies and through its collaboration with the Digital ID &
Authentication Council of Canada (DIACC; diacc.ca),
Wolfond’s contribution emphasizes the importance of
an ecosystem-based approach within the Canadian
context.

Finally, Hugh Rooney, Brian Aiken, and Megan
Rooney answer the question “Is Internal Audit Ready
for Blockchain?” Hugh Rooney is a member of the
Tendermint/COSMOS team who are building block-
chain infrastructure, Brian Aiken is an External Board
Member of the Audit Committee to the Auditor Gener-
al of Canada, and Megan Rooney is law student at Os-
goode Hall in Toronto, Canada. Thus combining their
audit/legal/blockchain expertise, the team offers prac-
tical advice to help organizations prepare their internal
audit teams to be “blockchain ready”. They argue that
blockchain technology is coming rapidly and many
levels of government in Canada are already on board.
Internal auditors must prepare to deal with new data
formats, acquire proficiency with big data analytics to
reduce business risk, improve performance and max-
imize value, work more collaboratively across organiza-
tions, and understand that some current work will
become redundant. The authors briefly describe six
steps that must be taken by internal audit practition-
ers, and they conclude that blockchain has the poten-
tial “to enable numerous new digital solutions to many
of the challenges governments and other large organiz-
ations face”.

The articles in this special issue offer only a high-level
introduction to what has been described as the
greatest invention since the Internet (e.g., Naughton,
2016; Torpey, 2016). There are far too many applica-
tion cases for anybody to list and far too much technic-
al detail to cram into a review such as this. A recent
Juniper Research study revealed that over half of large
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corporations are studying the use of blockchain (Holden
& Moar, 2017). Two-thirds of the same companies said
that they expected the technology to be integrated into
their systems by the end of 2018. Our contributors have,
instead, covered a fairly wide area of developments, de-
scribing leading-edge cases from healthcare, a trans-
formative identity verification and control for
Canadians, and preparation required of internal audit-
ors for working with blockchain. Questions were raised,
definitions advanced and legal and economic effects of
blockchain examined. We thank you for your interest.
We hope that you will follow some of the leads on your
own.

This story has only just begun.

Anton Ljutic
Guest Editor
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Anticipating the Economic
Benefits of Blockchain

Melanie Swan

« In the future, it might seem just as strange to say »

that I am trusting a third-party institution with my
interests as to say that I'm using an abacus today.

Gavin Wood
Ethereum Co-Founder

In this general overview article intended for non-experts, I define blockchain techno-
logy and some of the key concepts, and then I elaborate four specific applications that
highlight the potential economic benefits of digital ledgers. These applications are digit-
al asset registries, blockchains as leapfrog technology for global financial inclusion,
long-tail personalized economic services, and net settlement payment channels. I also
highlight key challenges that offset the potential economic benefits of blockchain dis-
tributed ledgers, while arguing that the benefits would outweigh the potential risks. The
overarching theme is that an increasing amount of everyday operations involving
money, assets, and documents could start to be conducted via blockchain-based distrib-
uted network ledgers with cryptographic security, and at more granular levels of detail.
One economic implication of widespread blockchain adoption is that the institutional
structure of society could shift to one that is computationally-based and thus has a di-
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minished need for human-operated brick-and-mortar institutions.

Introduction

Blockchain (distributed ledger technology) is a network
software protocol that enables the secure transfer of
money, assets, and information via the Internet,
without the need for a third-party intermediary such as
a bank (Swan, 2015). Transactions are validated, ex-
ecuted, and recorded chronologically in an append-
only tamper-resistant database, where they remain
available on the Internet for on-demand lookup and
verification. A digital money system such as Bitcoin is
the first and perhaps the most obvious application of
blockchain technology. Money can be transferred im-
mediately in real-time from one continent to another,
at very low costs, and in a matter of seconds or
minutes, instead of waiting days or weeks, and paying
high commissions, as is the case with current interna-
tional money transfer and remittance solutions. Just as
the simple mail transfer protocol (SMTP) constitutes
the underlying protocol by which Internet users can
send an email to each other in a seamless and interop-
erable way, regardless of their email provider, likewise,
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the Bitcoin protocol allows people to seamlessly trans-
fer money to one another, regardless of their bank.
However, digital currency is but one application en-
abled by blockchain technology. The four main kinds of
applications in development are real-time money trans-
fer and payments, property registries, contractual agree-
ments, and identity confirmation.

The terms blockchain and distributed ledger technology
are often used interchangeably. Distributed ledger is the
general form of the technology, and blockchain is a spe-
cific form with an additional technical detail. Both refer
to the concept of a ledger- a file that keeps track of who
owns what. A distributed ledger has four salient fea-
tures: i) a transaction database shared among network
members that is ii) updated by consensus, with iii) re-
cords timestamped with a unique cryptographic signa-
ture, maintained in a iv) tamper-proof auditable history
of all transactions. Blockchain adds the additional fea-
ture of sequential updating of database records per
chained cryptographic hash-linked blocks (each block
calls a hash of the previous block, effectively linking
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transaction blocks into an immutable chain, hence the
term “blockchain”). There are two kinds of blockchains:
public and private. Anyone may use public blockchains
such as Bitcoin (bitcoin.org) and Ethereum (ethereum.org),
and identity is not known. Private blockchains are ana-
logous to a corporate intranet, used by industry consor-
tia and governments, where users are known and
credentialled.

Cybersecurity could be one of the biggest drivers of
blockchain adoption. Recent breaches - the private
data of an estimated 145.5 million Americans was ex-
posed by the Equifax credit attack (Cowley, 2017) and,
in another major attack, the names, emails, and pass-
words of all 3 billion Yahoo user accounts were stolen
(Larson, 2017) — underline the urgent need for better cy-
bersecurity solutions. Centralized databases provide an
attractive target for hackers, whereas it is possible that
decentralized storage records protected by -crypto-
graphic signatures on blockchains might dramatically
improve network cybersecurity. Greater user control
and permissioning of personal data is an expected fea-
ture of decentralized solutions. Blockchains are called
“trustless” in that they eliminate having to trust any
third party institution such as Equifax or Yahoo in the
middle of transactions with personal data. Blockchains
are smart networks that confirm and transfer value dir-
ectly, without third-party intermediaries. Intelligence is
built directly into the network’s operations through a
sophisticated protocol that automatically identifies, val-
idates, confirms, and routes transactions within the net-
work. The result is a trustless system in that the human
counterparties and institutions involved do not need to
be known and trusted. Instead, trust is placed in the
computational smart network system, which could help
to create next-generation cybersecurity solutions.

Application 1. Digital Asset Registries

Following digital currencies and money transfer, one of
the biggest blockchain applications in development is
digital asset registries. The same distributed ledger tech-
nology provides the means to record and transmit digit-
al goods over the Internet, while ensuring that these
goods cannot be copied or multiplied (thereby address-
ing the double-spending problem that has been an is-
sue with digital currencies previously). A digital asset
registry is a listing of smart assets (also referred to as
smart property). A smart asset is an asset that is re-
gistered to a blockchain and thus can be easily verified
and transferred because of this digital registration
(Swan & de Filippi, 2017). Digital asset registries might
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use blockchains extensively as a system to record, trans-
fer, and verify asset ownership. This could include titles
for automobiles, homes, and land.

Land titling systems are a “low hanging fruit” applica-
tion to demonstrate blockchains in practical use. Some
countries have pilot programs underway, notably Geor-
gia, Ukraine, Sweden, and Ghana (Reese, 2017). In
Sweden, the government estimates that the project
could save taxpayers over $106 million USD a year by
eliminating paperwork, reducing fraud, and speeding
up transactions (Lantméteriet, 2016; Wong, 2017). The
money at stake suggests resistance to new solutions, for
example, the United States title insurance industry
earns $18 billion USD a year for a product that some
have evaluated as outdated and largely unneeded, even
before the concept of blockchain-based registries (Wool-
ley, 2006). There are property transfer issues and also
legal implications. A blockchain can be used as a digital
registry to record, transfer, and verify asset ownership
(home, auto, stocks, bonds, mortgages, and insurance),
and also to preserve the integrity and authenticity of
sensitive documents or records (e.g., passports, visas,
driver’s licenses, birth and death certificates, voter regis-
tration, contracts, wills, patents, and medical records).
An exemplar implementation of digital asset registries
for identity services is the State of Illinois’s blockchain-
based birth registry project (Illinois Blockchain Initiat-
ive, 2017).

Application 2. Leapfrog Technology

One of the highest-impact applications of blockchains
could be as a leapfrog technology for global financial in-
clusion. It does not make sense to build out brick-and-
mortar bank branches to every last mile in a world of di-
gital services. Instead, eWallet banking apps might be an
effective means of reaching the two billion “unbanked”
people in the world (PwC, 2016). Even without phone-
based banking, low-cost debit cards might effectively
service the unbanked (Rogoff, 2016). These kinds of
“FinTech “solutions (i.e., financial technology: financial
services delivered by technology) could have the benefit
of opening up new markets to service providers who did
not have a cost-effective method of addressing these
customers previously (Swan, 2017). The leapfrog impact
could be significant as banking services are bundled to-
gether with identity services and land registries. The
United Nations estimates that 1.1 billion people, one
sixth of the world’s population, live without an officially
recognized identity (2017). Similarly, the World Bank es-
timates that 70% of the world’s population lacks access
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to land titling (Heider & Connelly, 2016). Land titling
and property transfer systems have been identified as a
crucial step for economic development (de Soto, 2003).
The adoption challenges are perhaps not always tech-
nical as much political given that solutions are only pos-
sible to the extent that power elites are willing to
implement them (Chua, 2004).

A demonstration case of digital financial services as a
leapfrog technology is the mobile payments market in
China. In 2016, Chinese people and organizations spent
the equivalent of $5.5 trillion USD through mobile pay-
ment platforms, about 50 times the amount spent in
the United States (Kuhn, 2017). Nearly half (42.4%) of
in-store purchases in China are via non-cash payments
(Chen, 2017). Debit cards and credit cards were not
offered and adopted in China to the same extent as in
other countries, and thus an alternative to cash such as
mobile payment has been widely adopted. More
broadly, credit is in some sense a “luxury service” only
extended to a small percentage of people worldwide. In
an era of blockchain-based digital finance, credit could
be a consumer service that is much more transparent,
widely available, and synchronized across country
boundaries. For example, there could be open-source
FICO scores, blockchain-based credit bureaus, and
blockchains as the backbone of the first international
credit agency (Swan, 2016). Just as blockchain-based
electronic medical records can be accessed securely
anywhere in the world, so too could credit scores. The
impact could be opening up credit markets to retail cus-
tomers on a global basis. There could be advantages
such as individuals not having to build credit histories
from scratch when living in a different country. But
there could also be drawbacks, as not everyone might
want to join a global credit system (although one that is
more transparent and user-controlled might be more
welcome).

Application 3. Long-Tail Personalized
Economic Services

The long-tail argument is that, in digital marketplaces,
it is possible to sell lower quantities of more items (An-
derson, 2008). The 80/20 rule — the classic logic that
80% of sales come from the top-selling 20% of items —
does not hold in digital marketplaces. Researchers con-
firm long-tail economics in digital marketplaces, find-
ing that niche books account for 36.7% of Amazon'’s
sales (Brynjolfsson et al., 2010). They argue that power
laws as opposed to Pareto distributions are a better
model for digital marketplace sales for books, music,
and software downloads. For the blockchain economy,
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the key point is that not only are long-tail markets eco-
nomically viable, but also that there is demand for per-
sonalized products and services that cater to individual
needs. Previously, one size had to fit all in financial and
government services due to economies of scale and oth-
er barriers. However, in a network economy with block-
chain-based asset transfer, personalized financial and
government services might be better tailored to indi-
vidual needs and wants. An example of personalized
economic services where one size does not fit all is that,
instead of a standard 30-year mortgage, a borrower
might prefer a 22-year mortgage that better corres-
ponds to personal life events such as a planned home
downsizing once children are grown.

Amazon, eBay, and Craigslist are digital marketplaces
that allow the long tail of economics to meet in the
sense of the buyer of a particular rare item being able to
find a seller of that item in a way that would not be pos-
sible in a mass-market retail store. The point is that, in
digital marketplaces, buyers and sellers can transact
more granular personalized business than is economic-
ally feasible in the brick-and-mortar format. Likewise,
with blockchains, the long tail of personalized financial
services might be able to meet in “eBay for money” type
websites, where the buyer of a specific financial service
could find a provider. The implication of algorithmic
trust, and funds locked or escrowed with smart con-
tracts, is that any two long-tail parties can meet and
transact in a secure blockchain-based environment,
without having to know each other. Personalized bank-
ing, credit, and financial services could become
routine, and also personalized governance services, for
example, a closer link between the public services fun-
ded and consumed by individuals. Early evidence of
long-tail markets for blockchain services is a September
2017 transaction that purports to be the first real asset
transfer with a blockchain. US-based TechCrunch
founder Mike Arrington purchased a Ukraine-based res-
idence using Propy, a global decentralized property
store on the Ethereum blockchain (Masse, 2017). This
notable transaction strikes a parallel with Meg Whit-
man’s automobile purchase on the eBay Motors web-
site in the early 2000s, which helped to legitimize digital
marketplaces for large-size transactions.

Application 4. Payment Channels and Peer
Banking Services

One of the most intriguing ideas being developed in the
blockchain industry is payment channels. A payment
channel is a financial contract executed over time in
three steps: i) one party opens up a payment channel
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with one or more parties and posts a pre-payment es-
crow balance on file, ii) the party consumes against this
credit over time, until iii) the closing transaction in
which aggregate activity is booked in one net transac-
tion to close the contract. The idea arose for micropay-
ments, such as video bandwidth consumption, where
piecemeal transactions do not make sense and an auto-
mated contractual arrangement can support aggregate
consumption. Payment channels are similarly con-
ceived for regular consumption such as opening up a
Starbucks payment channel for $50 each month. The
daily coffee consumed is tracked and booked against
the $50 channel and netted at the end of the month.
Contracts close and roll over at regular intervals. Either
party may elect to close the payment channel early, in
which case the net settlement would be booked and the
contract would end. Another benefit of payment chan-
nels is easing blockchain scalability by only booking the
opening contract and the final amount as opposed to
interim transactions, while being contractually oblig-
ated and protected all along the way.

Payment channels are a speculative concept that is un-
der discussion, but the conceptual implications are pro-
vocative. First, the radical implication of peer-to-peer
networks is that any node can deliver services to other
nodes, for a small transaction fee. This is already how
the Bitcoin network operates, with 9,352 worldwide
peer nodes (bitnodes.2l.co) hosting the transaction
ledger. The mining operation to confirm and log trans-
actions is another network peer-based activity. Storage
and news hosting are newer network services, and the
implication is that payment channels have the requisite
functionality to allow peer nodes to offer banking ser-
vices (Dryja, 2016). We start to see what the claim that
cryptocurrencies are “programmable money” might ac-
tually mean in implementation. Recognizable feature
sets from other financial contracts (for example prepay-
ment risk and European/American-style option execu-
tion) can be enabled easily in blockchain-based
contracts such as payment channels. The question
arises as to how to treat payment channels from an ac-
counting and legal standpoint. For accounting pur-
poses, is a payment channel a deferred payment or an
installment sale? When during the contract is revenue
to be recognized, and what are the balance sheet liabil-
ity obligations? Legally, do payment channels consti-
tute assignments of claims or forward-looking IOUs? A
contingent three-part financial contract over time is a
new instrument, especially when considering that
transfers might exist across multiple hops (parties) in a
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directed graph structure of layered contingencies that
is based on distributed computing network architec-
tures as opposed to traditional modes of financial ex-
change.

Other conceptual implications are similarly striking.
The idea of economic activity based on net settlement
versus gross settlement is intriguing. Despite the cur-
rent limit of roughly $175 (4% of the value of one Bit-
coin) placed on the total payment channel transfer
amount of any one channel by the existing solution pro-
vider, the Lightning Network (lightning.network), other
payment channel solutions could have different para-
meters. What if many more operations in the economy
were to transition to a net payments basis? Central
banks clear amongst themselves with real-time gross
settlement (RTGS) systems, as does Ripple (ripple.com).
Industry consortia such as interbank daily settlements
are tabulated on a net basis. However, what about
opening up net clearing functionality to individuals?
The idea is essentially an enhanced version of
paycheque direct deposit plus auto-pay bills, just form-
alized into a multi-party payment contract. Personal
monthly inflows and outflows could be orchestrated by
a payment contract that nets salary against expenses
and builds in a savings remainder. With money and
payments digitized, and activity being securely forward-
committed by payment contracts, the implication is
that net flows instead of gross flows might be trans-
ferred. An economy based on net clearings or contracts
for difference is quite different than the current system,
and the risks and benefits would need to be evaluated.

A further implication of digitized money and payments
is that the standard amounts at which we do business
could be much more granular. This granularity could
possibly allow progress in reconceiving the debt jugger-
naut impacting individuals and institutions alike.
Streaming money could be disgorged in much smaller
chunks that are more closely tied to costs and repay-
ment possibilities (Antonopoulos, 2017). We could sim-
ilarly reconceive economic modes of consumption and
the related financing options. There could be a reconsti-
tution of mechanisms for pre-paid consumption (a
small part of current overall economic activity) against
the much larger portion of activity that is post-paid and
based on credit and terms. Digitized streaming money
and payment channels could be techniques to quicken
the 30-60-90 day terms and uncollectible debt problem
in supply chain finance, and facilitate a just-in-time
economy for money.


https://bitnodes.21.co/
https://lightning.network
https://ripple.com
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Key Challenges

The potential economic benefits of blockchain distrib-
uted ledgers are offset with several key challenges. The
first challenge is that the technology is complicated.
Even the basics are difficult to understand, both con-
ceptually and technically, and this is a barrier to effect-
ive decision making and the ongoing implementation
and use of the technology. Second, a variety of chal-
lenges have to do with the technical aspects of the tech-
nology. Bitcoin is the largest open blockchain in a field
where private blockchains are also starting to be in use.
As the biggest demonstration case, one concern specif-
ic to Bitcoin is that 70% of the mining operation (data
centres that validate and confirm transactions) is con-
centrated in China (Coleman, 2016). Others counter
that this is not a long-term risk as the mining operation
would likely become more globally diversified as the
use of the currency grows. Another concern is that
there seem to be a variety of unresolved technical is-
sues. However, it is important to note that Bitcoin is an
open source software project, and that it is helpful, not
detrimental, that all of the issues are publicly debated
by worldwide developers. So far, changes to the soft-
ware have been proceeding democratically, with all net-
work participants involved in decision making (the five
big constituencies are developers, miners, exchanges,
wallets, and merchants). A recent example of this is the
hard fork for the Bitcoin blockchain to incorporate Seg-
Wit2x, a new standard increasing scalability, with the
decision made in August 2017 for implementation in
November 2017 (Higgins, 2017). Others worry about
hacking scandals, and these would likely persist in the
ongoing development of blockchain ledger systems,
while cybersecurity responses will also continue to de-
velop in lockstep.

The third challenge is scalability — creating distributed
financial networks that can scale to Visa-class pro-
cessing levels and beyond — given that the networks
may be used for a wider variety of transaction types. By
comparison, Visa processes an average volume of 1,667
transactions per second, and Bitcoin processes 7 per
second (Vermeulen, 2017). Visa transfers $18 billion per
day, and Bitcoin transfers $300 million per day. At the
heart of the issue is coordinating the operation of dis-
tributed computing networks. Visa is a closed propriet-
ary network. Other computing networks that are more
similar to distributed ledgers are those such as Google’s
PageRank. This system is distributed, but has an overall
control mechanism (a locking service called Chubby in
Google’s case) that coordinates how network nodes are
updated.
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Public blockchains are different in that they are truly
open distributed networks which any new peer may
join. The computer science problem is getting 1 million
distributed clients to agree, including when there could
be malicious nodes on the network, because it is open
(Williams, 2016). The mechanism by which distributed
systems come to agreement about new truth states of
the network is called consensus (and relatedly Byz-
antine agreement). The concept is that of a “world com-
puter” that is securely and efficiently coordinated by
algorithms as to how the network reaches consensus on
new truth states of the database (ledger) and nodes up-
date their copy. The kinds of consensus algorithms cur-
rently in use by blockchain systems are “proof of work”
and “proof of stake”. However, these algorithms may
not be scalable solutions for the longer term. Proof of
work, while secure, is inefficient. One estimate is that
the Bitcoin network could consume as much electricity
as Denmark by 2020 (Deetman, 2016) due to the proof-
of-work requirement. Even though private blockchains
have known and credentialled users, their scalability,
too, is gated by the ability to update nodes in very large
distributed networks. Thus, the development of con-
sensus algorithms that are scalable, efficient, and se-
cure is a challenge for the long-term viability of
blockchain technology.

The fourth challenge is effective government regulation
to support the development of the industry. Because
blockchains deal with money (a sensitive area with in-
centive for corruption), they are likely to continue to be
under the purview of national regulation. Although the
technology allows anyone to download software and
set themselves up as a bank, offering financial services
on a payment gateway, it is not legal to do so. Even the
most basic exchange between cryptocurrencies and fiat
currency is deemed a money transmitter service and
must be appropriately licensed by state agencies in or-
der to be legal in the United States (Lujan, 2017). The
onus is on entrepreneurs to determine the relevant reg-
ulatory aspects that apply to their businesses and then
either comply or face non-compliance charges.

As with any new technology, the challenge is encour-
aging honest activity while thwarting nefarious beha-
viour. With blockchain, the question is how to
encourage businesses to explore the new frontier en-
abled by digital ledgers, while managing an environ-
ment that simultaneously invites new kinds of scams
and wrongdoing. The most recent example is the “dot-
com boom” in initial coin offerings (ICOs), which have
raised $2.7 billion USD to date, and how different na-
tional governments are regulating them (CoinDesk,
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2017). In the United States, ICOs are evaluated on a
case-by-case basis, and if they behave like a security,
they are deemed as such, and fall under securities regu-
lations (US SEC, 2017). Regarding law enforcement, di-
gital ledgers should be recognized as a new and more
complicated digital venue where illegal activities may
be taking place alongside honest activities. Regulatory
agencies are called upon to become savvy about the
risks presented by the new technology and operate
within this domain. Regulators need to understand how
digital ledger technologies work and can be used for op-
erations such as money laundering, and they need to
understand how illegal practices might be detected,
tracked, and persecuted in these new transnational
cryptographic areas. An example of this was regulators
using the tracking features inherent to blockchain trans-
actions to apprehend perpetrators in the Silk Road case
(Brandom, 2015). While being cognizant of these and
other challenges, overall, the economic benefits of
blockchain could outweigh the potential risks.

Conclusion

Blockchain distributed ledgers have the ability to se-
curely digitize many current operations in economics
and finance, and legal and government services, such
that they might be reengineered for the Internet era.
The four main kinds of blockchain applications are
money transfer and payments, property registries, con-
tractual agreements, and identity confirmation. Block-
chains are able to transfer money and assets, and also
preserve the authenticity of sensitive documents and re-
cords. The terms blockchains and digital ledgers are
generally interchangeable, although blockchains have
an additional feature in that transaction blocks are
linked together with cryptographic hashes, which
provides additional security. Blockchains could be im-
portant in cybersecurity solutions because they have
decentralized storage records protected by -crypto-
graphic signatures as opposed to centralized databases
that attract hackers.

In this article, four specific blockchain applications
were examined that might have a positive economic be-
nefit. First considering digital asset registries, there are
a number of projects underway, particularly for im-
proved efficiency in land titling and birth registration.
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Second, blockchains are identified as an important
leapfrog technology for global financial inclusion with
eWallet banking services, identity registration, and land
titling. Third, distributed ledgers might allow personal-
ized economic services to be created such as non-stand-
ard mortgages to suit individual needs in digital
marketplaces that are like an “eBay for money.” Fourth,
a speculative technology called payment channels
might eventually develop into a digitized payment sys-
tem for resource consumption that settles based on net
payments instead of gross transfers, and enables peer-
to-peer banking services. The overarching theme that
emerges from this analysis is that many daily opera-
tions involving money, assets, and documents could
start to be conducted on digital networks with crypto-
graphic security. Given that less friction and human in-
volvement may be needed to transfer goods and
services, less physical infrastructure might be needed to
make it happen. It is not that the influence and role of
institutions would wane, but that their material foot-
print and how they do business could change substan-
tially in a blockchain economy.
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Conducted on the Blockchain
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¢ A contract is not sufficient unto itself, but is possible ¢

only thanks to a regulation of the contract which is
originally social.

Emile Durkheim (1858-1917)
Sociologist and modernist

Much of the discussion around blockchain-based smart contracts has focused on
whether or not they operate in the same way as legal contracts. However, it is argued
that most contracts are social rather than legal in nature and are entered into because
the parties trust each other to perform the agreed exchange. Little has been written to
address how the blockchain’s trust protocol can enable the kind of social contracting
that characterized the way exchanges were conducted before the Internet. This article
aims to fill that gap by exploring blockchain-based smart contracts primarily as non-

contractual social exchanges.

Introduction

Stewart Macaulay’s seminal 1963 article “Non-Contrac-
tual Relations in Business” explored why merchants
and manufacturers often fail to plan their commercial
relationships and why they seldom resort to legal sanc-
tions to settle disputes. Macaulay found that, in many
business exchanges, detailed planning and legal sanc-
tions play only a small role. His tentative explanation
was that businesses prefer to deal with people or organ-
izations they trust based on their prior dealings or their
reputation. According to Macaulay, a manifestation of
trust might be a brief conversation followed by a hand-
shake. The rationale is that, if parties cannot rely on
promises as being made in good faith, and plan for the
future accordingly, the cost of uncertainty would make
conducting business impossible. However, this ap-
proach to contracting frustrates lawyers, who advise
their clients to plan for contingencies and formalize
their business arrangements.

This article will apply Macaulay’s behavioural analysis
of business exchanges to smart contracts. In particular,
it will examine the way that blockchain can provide and
build trust and reputation while also managing the per-
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formance of the exchange. Once the management of
performance of a smart contract is explained and un-
derstood, it is possible to give expression to the way
that blockchain manages good faith in online business
exchanges. In this way, blockchain solves a significant
problem for anyone wanting to do business online.

Situating Smart Contracts within Contract
Theory

Smart contracts enabled by blockchain technology are
programmable applications that manage exchanges
conducted online. Those exchanges would usually be
an asset in exchange for value (but could be an asset in
exchange for another asset, or one value for another
value that is in a different currency). In the case of
blockchain technology, value may be represented by a
digital token, such as Bitcoin or another cryptocur-
rency. Much of the discussion around smart contracts
enabled by blockchain technology has focused on
whether or not they operate in the same way as legal
contracts. However, legal contracts are not usually the
focus of discussion when exchanges are conducted off-
line. This disconnect between the treatment of ex-
changes managed by smart contracts and exchanges in
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the analogue world is probably due to a combination of
factors including the word “contract” in the term
“smart contract”, and also the claim made by many
blockchain developers and advocates that this innovat-
ive technology can provide and manage trust between
the parties. There is a further important factor that con-
siders the nature of contractual relationships: they are
often founded on custom and conversation. According
to Doddridge, legal principles are derived from logic,
natural philosophy, cannon, and finally, from “the cus-
toms and conversations of men” (Doddridge, 1630).

In order to distinguish contracts established by custom
and conversation from those that are founded on terms
and conditions, it is useful to reflect on existing contrac-
tual theory. For example, Weber’s (1922) distinction
with an analysis of freedom of contract between what
he described in the 1920s as the traditional “status con-
tract” and the (then) modern “purposive contract”. The
former describes the complex social web of inter-rela-
tionships that arise when members of a community
contract with each other to meet their economic and
personal needs. The contracting members of this eco-
system change organically as they enter into agree-
ments to accommodate the symbiotic relationship with
the other members of the network. The latter (that is
the “purposive contract”) refers to legal claims made by
one against another without necessarily being person-
ally acquainted with each other. This discussion readily
applies to the consideration of the use and legal implic-
ations of smart contracts because so much of the dis-
course around smart contracts has so far concentrated
on their legality and how contracting parties will assert
their rights and obligations. However, it is suggested
here that their use is more social than legal and that the
status of the parties to a smart contract prevails over
their legal relationship. Indeed, when most people con-
duct business over the Internet, they are less interested
in the legal consequences of those transactions than
the interconnectedness that results from the exchange.
This can be seen in the way that people rate their exper-
iences on eBay, Uber, and TripAdvisor. Users of these
service providers rate their experience with the vendor
based on the quality and timeliness of the delivery of
the service or product. These ratings create reputation
for the service provider and build relationships of trust
in the network or community. Even though the nature
of the marketplace means that participants will very
likely never meet, their interactions give rise to ex-
changes where the parties to the transaction are relying
on each other’s status established through these con-
versations, rather than their strict legal rights expressed
in terms and conditions.
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At the time that Weber was writing about economy and
society in 1920s Germany, electricity was powering
small-scale domestic appliances, including lights, sew-
ing machines, telephones, recording equipment, and
fans. As soon as a premises was connected to electri-
city, the business or householder could buy and use
lights and appliances powered by electricity. To pay for
this service, a contract arrangement would be entered
into between the customer and the electricity com-
pany. Electricity companies employed and trained
meter readers to attended to households and to note
down exact consumption in order to generate a bill so
that the owner or tenant of the premises could pay their
usage, usually on a monthly basis. The meter reading,
the calculation of consumption, the generation of the
bill, and the payment were all conducted manually.

Clearly, smart contracts can manage financial interac-
tions between machines, vehicles, humans, regulators,
government, and financial service providers. Indeed,
many of these processes are already managed online
via processes that are automated. However, at this
time, some steps along the path still require human in-
tervention. For example, in order to pay for electricity, a
service provider needs to calculate the amount owing
by measuring consumption and then applying a for-
mula that generates an invoice. These processes (the re-
gister of consumption, the calculation of the amount
owing, the generation of the invoice, and its delivery via
email) are all currently automated and (as long as there
are no disputes) they require no human intervention.
The only step along the way that requires a human to
do something is when the customer pays the invoice.

If the human steps are to be replaced by automated
processes, then it is important to ensure that this step
emulates the appropriate human interaction. For ex-
ample, if the payment of an electricity bill is currently
done by authorizing a funds transfer from the custom-
er’s bank account to the electricity company’s bank ac-
count and nothing more, then the automated processes
should simply emulate this process. A smart contract
could manage all of these steps without the need for
any intervention. Any requirement to enter a password
or in some other way to verify the customer’s authoriza-
tion of the payment can be readily bypassed by provid-
ing pre-authorization for all of these types of payments.
The pre-authorization and direct funds transfer of pay-
ments to financial organizations and other service pro-
viders has been a part of the online banking ecosystem
for more than two decades. Including this step in smart
contracts is a next logical step in the way that online
transactions will be managed.
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It is important to note in this description of how we use
and pay for electricity that a close reading of the terms
and conditions of use of the electricity and the legal im-
plications or obligations that arise from incurring a
debt to the electricity company are not usually re-
garded as a necessary step in making such an arrange-
ment. This is because the human experience of
consuming and paying for utilities, products, and ser-
vices such as water, gas, electricity, garbage collection,
sanitation, food, petrol, and public transport is a cus-
tom with which most people are familiar.

In the day-to-day workings of developed economies,
few disputes arise between consumers and those who
deliver and sell these types of goods and services. Legal
scholarship that focuses on the contract lawsuit, as op-
posed to contractual relationships, creates a distortion
of most social norms and economic systems (Macaulay,
1977). Since the advent of the Internet, many of the pay-
ments and invoices for these transactions are managed
online, but the nature of the exchanges remains a social
experience. These types of contracts are very different
in nature to the purchase of a business or an invest-
ment in property. These commercial arrangements re-
quire due diligence to be conducted on the target and
perhaps legal advice in relation to the terms and condi-
tions upon which the purchase or investment will be
made.

Weber’s (1922) understanding of different types of con-
tracts is applicable to an analysis of how smart con-
tracts will fit into our future of online exchanges and it
favours the characterization of these relations as con-
versational and social, rather than strictly legal and pur-
posive.

The question of whether or not a smart contract is also
a legal contract is only necessary when considering its
use. In most cases, the answer will be more intuitive
than deliberate. This reflects the way that contracts are
currently conducted both online and offline. It is usu-
ally unnecessary because smart contracts are a thor-
oughly modern extension of Weber’s notion of a
conversational or social relationship, and they are an
example of the law “in action” as opposed to the law
“on the books” (Leib & Eigen, 2017).

The way that contracts are experienced is not so much
about the law as it is about human interaction. Con-
tract formation and enforcement are almost entirely
about the law of the threat of legal enforcement in case
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a dispute arises. This is understood in the context of so-
cial contracts. The types of contracts that demand close
attention to and legal expression of the terms and con-
ditions are those that give rise to enduring relationships
that require significant investment or those that expose
one or both parties to high levels of risk. The need to re-
duce terms to a written contract rarely arises in relation
to small, low-risk, ongoing transactions.

In the modern age of smart contracts, much of this hu-
man interaction is online. Archetypal contracts are con-
tracts derived from an archetypal set of exchange
conditions. These conditions include some bilateral,
pre-consent negotiation, a general understanding by
both parties that an enforceable obligation is being un-
dertaken, a general understanding of the terms, a gener-
al understanding of the consequences of breach of
those terms, and some direct or indirect relationship
between the benefit of the bargain and the contract it-
self (Kastner, 2010). These foundational components of
the collective imagination about “contract” sustain its
sociological and normative legitimacy (Eigen, 2008). It
is these descriptions of contract that are found in legal
textbooks. However, modern online exchanges do not
include the traditional behavioural characteristics of
contract formation. Whereas traditional offline con-
tracts were sealed with a handshake or a signature,
modern online exchanges can be agreed to with a click
(Eigen, 2008). Examples of this modern exchange would
be the online purchase of digital music or the place-
ment of a bid via online auction sites, which often re-
quires pre-registration with a credit card and then the
click of a button during the live auction. There are more
sophisticated ways to shop online for physical items
that emulate the offline retail shopping experience. For
example, purchasing a product from a digital store in-
volves selecting the item and its addition to a “shopping
cart”, the option to “continue shopping”, and then the
payment for all items in the cart at the virtual “check-
out”. Online shopping is not a radical departure from
the way that the common law regards the shopping ex-
perience. The moment when the contract is entered in-
to happens when the customer makes the offer to
purchase at the checkout. As Somervell (1953) noted,
when the customer reaches the checkout, they can re-
move items from the cart and then choose to authorize
payment. This analysis applies to both online and in-
store (that is, offline) purchases. If an online purchase is
one that is available to any shopper, then in most cases,
there is no need for the vendor to refuse the customer’s
offer to purchase the items and make the payment.
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This article applies Macaulay’s work in the 1960s and
1970s to the modern experience of smart contracts and,
by analogy, to the trust mechanisms provided and man-
aged by blockchain technology. In doing so, it is argued
that smart contracts enabled by the blockchain are the
archetype of contract in action, as opposed to contrac-
tual doctrine. The legal implications for blockchain are
that its online exchanges will align closely to Ma-
caulay’s notion of non-contractual or social relations.
Discussion about the nature of online exchanges con-
ducted via smart contracts is better suited to a behavi-
oural analysis of business exchanges than a doctrinal
analysis of the law of contract.

Macaulay’s Behavioural Analysis of Tradi-
tional Business Exchanges

According to Macaulay’s behavioural analysis of tradi-
tional business exchanges (Macaulay, 1963), most con-
tracts are examples of the law in action. The law in
action refers to how people and businesses use con-
tracts to manage their lives; how disputes in the per-
formance of contracts arise and are settled; and how
the resolution of disputes affects the parties to the dis-
putes and influences future parties to contracts. The
emphasis is on what happens on the ground, empiric-
ally, not on what theoretically should or probably
would happen if certain assumptions were true (Ma-
caulay & Whitford, 2015). It is argued here that this ap-
proach to the discussion of contracts is readily
applicable to the way that humans will use most block-
chain-based smart contracts. Of course, there will al-
ways be exceptions. The law and human experience
generally have always managed to articulate excep-
tions. However, most contracts are social exchanges
and most are conducted with little dispute, and most
disputes are resolved by the participants without re-
course to the law or lawyers.

For any contract system to function well, trust is an es-
sential element (Eigen, 2008). Beale and Dugdale (1975)
described similar dynamics in the relationships
between engineering firms in Bristol, England. Again,
this was research conducted in the mid-1970s pre-Inter-
net era and at least a decade before there was any no-
tion that business exchanges could be conducted
online. Beale and Dugdale noted that the manufactur-
ing companies spent minimal timing in contract plan-
ning. They surmised that was likely due to the existing
familiarity between the companies. Because the parties
to the transactions trusted each other, they perceived a
low level of risk in their business dealings. Under these
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circumstances, any extensive negotiations would lead to
delay and expense that was disproportionate to the risk
of dispute. It was also observed that manufacturers
were also concerned that too much negotiation might
sour an otherwise peaceful relationship and break down
important bonds of trust (Scott, 1997).

Social contracting is usually managed by codes of beha-
viour that direct the parties as to how they should be-
have (Scott, 1997). This is in contradistinction to the
law, which operates to tell the parties what they must
not do and what they must do. The difference is a ques-
tion of mode/strength of enforcement: social norms are
enforced by ostracism; positive law is enforced by sanc-
tion as expressed by a court order at the end of a litigi-
ous process. Social norms in contracting are important
because they may be industry-specific and even con-
trary to the exact letter of the law. The relationship
between the parties and their relative bargaining power
will usually dictate whether one of the parties (usually
the weaker of the two) will seek legal advice prior to con-
tracting. However, most of the exchanges that happen
online between organizations and consumers or cus-
tomers do not involve large transactions and therefore
would not justify the expense of seeking legal advice.
The question of how online contracts are formed and
the social norms that keep the parties from involving
their lawyers is more relevant in the discussion of com-
panies and firms doing business online with other busi-
ness or industry organizations.

Behavioural Analysis of Business Exchanges
as Applied to Smart Contracts

Bitcoin (bitcoin.org) is an electronic payment system em-
ploying cryptographic proof, instead of trust, in order to
ensure that reversal of a transaction, once entered into,
is impossible. Bitcoin was the first application to utilize
what has become known as blockchain technology.
Blockchain uses peer-to-peer data and certain of Bit-
coin’s components in order to reduce the need for trus-
ted  third parties in  mediating  bilateral
communications. Blockchain technology enables an
electronic payment system based on cryptographic
proof that hashes and timestamps transactions into an
ongoing chain of hash-based proof of work, allowing
any two willing parties to transact directly with each oth-
er without the need for a trusted third party (Nakamoto,
2009). Smart contracts on blockchain networks are the
next logical progression for the Internet. The Internet
and globalization disrupted in many ways Macaulay’s
notion of social contracting. Business conducted online,
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in different parts of the world, and in different time-
frames does not lend itself to brief conversations and
handshakes. Establishing trust and reputation in online
exchanges has been a challenge for e-commerce.

Blockchain technology can streamline online exchanges
and reduce corruption, mistakes, fraud, and tax evasion.
This is possible because blockchain technology is at its
least the most reliable online tracking system yet de-
veloped. With a timestamp server, a chain of
timestamps is created that publishes the hash of the
transaction and proves the data must have existed at a
particular time. The proof-of-work system involves scan-
ning for value and ensuring that it cannot be changed
(Nakamoto, 2009).

Blockchain can provide and build trust and reputation
Bitcoin operates on a blockchain network that has been
touted since its inception as being “trustless”. In this
context, “trustless” does not mean that the participants
on the network cannot be trusted. Instead, it means that
there is no need for a trusted third party. Without a trus-
ted party, transactions must be publicly announced.
This is achieved via a system that allows participants to
agree on a single history of the order in which transac-
tions were received. The payee needs proof that, at the
time of each transaction, the majority of nodes agreed it
was the first received (Nakamoto, 2009).

For exchanges conducted purely online, there is little
risk that one of the parties will not fulfil their part of the
deal. This is because both the payment and the delivery
are executed by the smart contract. The blockchain
manages the exchange of the two. This scenario saves
time and costs. It means that the parties to a transaction
take a much more active role in meeting their respective
obligations. The exchanges feel almost cash-like in their
immediacy and immutability. Because transactions can-
not be reversed, the need for trust is eliminated (Na-
kamoto, 2009). With these mechanisms in play, the
network can advertise to everyone that a transaction has
been completed and the reputation of the participants
in the completed exchange is enhanced automatically
for all to observe.

However, online transactions become a bit more com-
plicated when the exchange is payment for the delivery
of a physical item, for example a widget. The delivery of
a widget would be managed off-chain and would re-
quire human intervention to complete delivery. In this
case, one solution is for the smart contract to provide an
escrow service until such time that the widget has been
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successfully delivered. Of course, this may reduce the
risk for the party paying for the widget (they will not au-
thorize release of the funds on escrow to the sender un-
til they receive the widget), but it leaves the sender
exposed to two obvious risks. The first risk is that the
party receiving the widget does not release the funds
from escrow. However, this risk is quite low as the
terms of the escrow will mean that the funds remain
held in suspense until the dispute about delivery of the
widget is resolved. The second risk to the sender is that
the widget is sent to the wrong recipient, stolen, or not
delivered for some other reason. In this case, the sender
has parted with the item but has not been paid. This
second risk can eventuate as readily off-line and off-
chain as it can on-chain. The blockchain does not give
rise to the risk of the missing widget and it cannot elim-
inate it. Equally, the presence of a bank or trusted third
party would not have reduced or eliminated that risk.
In practical terms, where the transaction value is low,
the party at risk is likely (implicitly) to assume (that is,
accept) the risk. When the transaction value is high, the
risk solution probably lies in an insurance policy.

As we can see, these qualities of blockchain technology
as applied to commercial transactions are not absolute,
but are dependent on the circumstances.

To appreciate the importance of proving and managing
trust in e-commerce, it is important to consider the no-
tion of uncertainty, perceived risk, and unreliability.
The more certain the parties are that something will
happen, the less they need to consider whether or not
they trust it (Christopher, 2017). When business is con-
ducted online, trust becomes even more important.
The usual norms associated with personal contact and
social interaction are not available. The parties cannot
rely on their intuitive judgements about a person’s
trustworthiness. This is why credit card companies are
enlisted for these transactions — the credit card provider
has done the due diligence.

In order to eliminate credit card companies and other
trusted (but expensive) third parties from the transac-
tion network, the blockchain has mechanisms to build
reputation for its participants.

Trust is built when the blockchain confirms to the en-
tire network that a transaction was completed. Building
reputation requires a broader dynamic. The ability to
assess the reputation of a member in an online com-
munity is an essential need that arose with the launch
of the Internet. The reputation gained by sellers and
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buyers in e-commerce communities like eBay is based
on the feedback they provide about each other after the
conclusion of a commercial transaction. This reputa-
tion rating system is vital for all e-commerce because
reputation creates trust, and without trust there can be
no commerce (Rietjens, 2006, 55).

Many Bitcoin exchanges have designed trading plat-
forms that provide information about the number of
trades undertaken by each trader and the ratings
provided by other users. The feedback is represented by
colour-coded dots and percentage rankings to reflect
each trader’s level of recent trading activity and the sat-
isfaction of their customers. However, these apps are
not built into the blockchain network and so suffer
from a lack of decentralization; they depend upon the
trustworthiness of those providing the feedback.

It is an essential ingredient of any e-commerce reputa-
tion system to manage the integrity of feedback and to
ensure that it is provided only by genuine users (and
not, for example, by fake identities created by the per-
son or persons who want to synthesize an improve-
ment in their reputation). Anyone can browse eBay, but
in order to join in the business of this community, buy-
ers and sellers must first be registered with the plat-
form. Exchanges are only possible when users are
signed into the system with their unique identities.
Users do not usually use their real name or identity on
eBay. Instead, users have a pseudonym (for example,
“carlover” or “allroundaussie”). Although these pseud-
onyms protect the privacy of the members of the com-
munity, they are linked back to genuine pre-validated
email addresses and credit cards. This system ensures
that real people are the puppet-masters of their avatars
and that they must behave according the rules of the
marketplace. Under the rating system, the more stars
received by a member, the more reliable and trust-
worthy they are, increasing their popularity with other
members, and thereby resulting in significant econom-
ic advantages for those users (Kollock, 1999).

In the case of reputation of goods and services and their
suppliers, the solutions available to prevent feedback
abuse are generally reliable but centralized under the
control of a few large Internet companies. However, by
building a decentralized and distributed feedback man-
agement system on top of the blockchain, it is possible
to provide reliable reputation ratings (Carboni, 2015). A
key feature of this system would be to attach more
weight to the feedback of an established and trusted
user on the network than new identities.
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This is important for anyone wanting to conduct busi-
ness with a particular person or organization for the
first time. eBay manages this by allowing new sellers to
offer only a small number of items for sale until they
reach a certain level of trustworthiness, as established
by the feedback ratings from those first-run customers.
Reputation is preserved in this way as a reflection of
how much the users of a network trust another parti-
cipant.

The Legal Implications for Blockchain and
the Law in Action

There are two approaches for parties to adopt when
agreeing to manage their financial and asset exchanges
via a smart contract. First, they can let all of the pro-
grammable logic and code in the smart contract repres-
ent the agreed terms and conditions. The problem
with this approach is that it may be difficult for one of
the parties to know how to read the code and therefore
understand how it will behave. The second approach is
for the parties to share an external document that dis-
closes all the legal terms and conditions that will bind
the parties and that may in part also reflect the way
that the smart contract will behave. This too has its
dangers. For example, it would be important to ensure
that whatever is said in the external document accords
with the way that the code will behave. Relying on the
established doctrine of mistake, the parties would by
mutual agreement or upon receipt of a court order
modify the code of a smart contract to reflect their ac-
tual intention. This should be sufficient to ameliorate
any concerns arising from the very real possibility of
mistake.

If trust has already been established between the
parties, there will be little cause for concern as to what
the code will do or whether or not there is an external
document that articulates in plain English (for ex-
ample) the way that the code will behave. There are
certain behaviours in the physical world that are un-
desirable and obstructive in business, but which are
circumvented by smart contracts. For example, oppres-
sion, delay, or hold up. Hold up occurs when one con-
tracting party threatens another with economic harm
unless they grant a concession of some sort to the
threatening party. When a smart contract is managing
the exchange between the parties, the obligations on
both sides of the transaction are effected simultan-
eously and subject to the agreed terms that have been
coded into the application. The nature of smart con-
tracts confines their use to certain types of online
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transactions or transactions where payment will be
automated upon the tracking of a certain event. This
makes it difficult for one of the parties to cause delay in
delivery or payment.

Because contracts are social tools as well as legal instru-
ments, expectations and relationships are as important
in contracting as legal obligations (Levy, 2017). In an
online business environment, it may be easier to com-
municate to the rest of the community (for example via
social media) if there is an untrustworthy participant,
but the system is not immune to malicious attacks. Be-
cause reputation is built on feedback, the effect of this
phenomenon makes it more problematic for business
to suffer a bad review than to be sued for failing to meet
a certain obligation under a contract. Any self-correct-
ing mechanism could enhance the trust protocols that
underpin the technology. This issue supports the case
for a decentralized and possibly incentivized feedback-
based reputation system to be built into blockchain
technology.

What is missing from this discussion are the obvious
problems that may arise when a smart contract fails to
deliver on its promise or does not behave in a way that
was expected by the parties. The legal consequences of
these circumstances give rise to their own peculiar
problems. For example, identifying pseudonymous
parties, deciding jurisdiction, and options for the non-
litigious resolution of the dispute. These problems vary
in magnitude and volume depending upon the types of
blockchain networks and environments that underpin
the smart contracting. For example, the public Bitcoin
blockchain is permissionless and operates as a financial
transaction network. These smart contracts have very
different features to those that may arise in private
chains, where users are known to the system.

The problems arising where the users are known only
by their pseudonyms and where jurisdiction is in dis-
pute are more relevant to and prevalent in a public
chain environment. However, these problems are not
insuperable and nearly always arise in large public
blockchain environments (such as Bitcoin). If the
parties know each other and could have resolved these
matters in an analogue transaction, there is no impedi-
ment to them resolving or prosecuting a dispute in the
usual way.
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Conclusion

In summary, this analysis has focused on the way that
blockchain’s trust and reputation protocols have re-
stored to online business some of the features of social
contracting that were lost with the advent of the Inter-
net. Blockchain-enabled smart contracts bring more cer-
tainty and reliability to online transactions than has
been available to e-commerce environments for the past
twenty years.

It is clear that smart contracts will serve an important
function in the automation of transactions as more of
our business and social exchanges migrate to pro-
grammed applications and platforms that manage our
online relationships. To ensure this smooth transition
and to support the network of social contracts that sit
within this ecosystem, it is important to keep in mind
that not all transactions and exchanges are purposively
contractual in a legal sense. Those who program and use
smart contracts will benefit from delineating between
social exchanges versus commercial contracts, as well as
contracts that create enduring relationships from those
that manage more casual affairs. Smart contracts can de-
liver significant benefits to the way that we manage sup-
ply chains and regulate variable payments. As research
continues into the use of smart contracts, it will be use-
ful to look at the way that different types of social ex-
changes are conducted in the analogue (offline) world,
in order to emulate that experience online.
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€€ Blockchain is a way for people to solve problems by »»
sharing things.
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Health services must balance patient care with information privacy, access, and com-
pleteness. The massive scale of the healthcare industry also amplifies the importance
of cost control. The promise of blockchain technology in health services, combined
with application layers built atop it, is to be a mechanism that provides utmost pri-
vacy while ensuring that appropriate users can easily add to and access a permanent
record of information. Blockchains, also called distributed ledgers, enable a combina-
tion of cost reduction and increased accessibility to information by connecting stake-
holders directly without requirements for third-party brokers, potentially giving better
results at lower costs. New ventures are looking to apply blockchain technology to
solve real-world problems, including efforts to track public health, centralize research
data, monitor and fulfill prescriptions, lower administrative overheads, and organize
patient data from an increasing number of inputs. Here, concrete examples of the ap-
plication of blockchain technology in the health sector are described, touching on
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near-term promise and challenges.

Introduction

Health is the foundation of an engaged and happy life,
and modern humans have been the fortunate benefi-
ciaries of great advances in medical technology
(Collins, 2015). With each new technology, more clues
become available to decipher the problems that plague
our well-being. The advent of individualized informa-
tion from cheaper genome sequencing, the Internet of
Things, and widespread collection of health data may
enable researchers to solve formerly inaccessible health
problems. However, when this massive quantity of data
is spread out with limited access, is in forms not condu-
cive to sharing, cannot be easily packaged for computa-
tional methods, or does not exist as a complete record,
it is impossible to perform the complex data analysis re-
quired to arrive at solutions.

To address these fundamental challenges in health data
management, innovators are focusing on four main
areas:
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1. Putting the patient at the centre. For most patients,
sustaining health involves many interactions with a
variety of healthcare providers and data collection
tools, all of which generate information critical to
making informed and appropriate healthcare de-
cisions. There is increasing agreement that informa-
tion should be available to patients such that they
can be active agents in their own care, and patient
participation and involvement has become a corner-
stone of modern medical practice (Kitson et al.,
2013; Stewart, 2001). Caretakers also require access
to medical information, however, patients increas-
ingly want to be in control of what information care-
takers receive, and under what circumstances.

2. Privacy and access. Equally important to consider is

the intimate and highly personal nature of health in-
formation. Health information must be private and
accessible only by appropriate parties, for appropri-
ate reasons, at appropriate times. Some jurisdic-
tions have legislation in place to protect personal
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information, (e.g., Canada: Minister of Justice, 2015;
United States: Department of Health and Human Ser-
vices, 2013), which new technologies must take into
consideration. Despite the complexity of the prob-
lem (de Lusignan et al., 2014; Mold et al., 2012, 2015;
Tieu et al., 2016; Woodman et al., 2015), there are ef-
forts underway to enable each adult to have full ac-
cess to their own medical records (Hankewitz, 2016;
Kelsey & Cavendish, 2014; Suberg, 2017).

3. Completeness of information. Currently, medical in-
formation is frequently held by individual providers
or private data collectors without full patient access
(Das, 2017). This limits the ability of patients to ex-
plore options, contribute and correct errors in their
own data, and share their information with new prac-
titioners to fully define a medical history. Patient-
centred information sharing should enable the pa-
tient increased control and better outcomes by en-
suring that complete health information is available
to the right people at the right time. Lack of informa-
tion interoperability is detrimental to using new data-
based diagnostic technologies.

4. Cost. There is a crisis in the cost of healthcare, and ex-
pense looms large behind every discussion of
changes to its delivery. Health expenditure per capita
has increased 60% over the past 10 years (The World
Bank, 2015). In countries such as Australia, the
United Kingdom, and Canada, health expenditures
represent about 10% of GDP; in the United States,
this number is closer to 17% (The World Bank, 2015).
Paradoxically, outcomes in the United States are
worse than elsewhere (Avendano & Kawachi, 2014), a
clear indicator that there is waste in the system. A re-
cent study showed that older people with diagnosed
chronic diseases face catastrophic health expendit-
ure even in some of the wealthiest countries in
Europe (Arsenijevic et al., 2016). It is of note that the
population in developed countries is, on average,
aging, and therefore this situation can reasonably be
expected to worsen in the future.

Technology can be part of the solution. A study by
McKinsey & Company estimated that more than $300
billion could be recovered per year by using health data
creatively and effectively, with two-thirds of that in the
form of reductions to national health care expenditure
— about 8 percent of estimated healthcare spending at
2010 levels (McKinsey & Company, 2011). In particular,
blockchain technology has the potential to hold and
control access to massive amounts of anonymized
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health data, enabling new research and new insights,
while at the same time protecting the privacy of pa-
tients. Importantly, blockchain technology serves as a
protocol to connect important stakeholders to data
without requiring an expensive layer of data mediators
and escrow services to broker trust, removing middle
management and its associated cost from the data-shar-
ing equation. Better data sharing between stakeholders
should also reduce waste, for example, that due to du-
plicate testing that occurs when healthcare providers
are not aware of each other's actions.

Don Tapscott, a leader in the industry, has said "though
there are many culprits, the root of the problem is our
industrial-age thinking about delivering healthcare,
where data is hoarded, patients are assumed to be ig-
norant, and where healthcare is only available when
you're in the system. This leads to costly and ineffective
care. Blockchain promises to change that. We can fix
healthcare by basing it on a set of new principles — col-
laboration, openness, and integrity, and where the pa-
tient co-creates their own data with full transparency
into it." (Schumacher, 2017). Blockchain technology is
being applied increasingly in the finance sector, but as
Mo Tayeb of Medicalchain points out, "your body is
more important than your bank account" (personal
communication, August 25, 2017). It is now time to take
what has been learned and apply it to something even
more important: health.

Blockchains are Decentralized, Immutable,
Private, and Agents of Trust

At its core, blockchain technology consists of a few
straightforward ideas with interesting properties that
align significantly with important healthcare challenges.

Blockchains are distributed ledgers — sequential lists of
transactions with identical copies shared and main-
tained by multiple parties. There is no single source
that claims authority over the true data, which is in-
stead declared by consensus amongst the multiple
parties holding the data (Figure 1). Because of this,
blockchains are referred to as decentralized. This ar-
rangement protects the data from tampering not just by
individual keepers of the blockchain, but also external
attempts at damage. In one example, the decentraliza-
tion of blockchain solutions would offer intrinsic pro-
tection against assaults such as the recent WannaCry
ransomware attacks because the blockchain would only
be affected if simultaneously attacked at many sites
(Mattei, 2017).
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Figure 1. Stakeholders (A) have selective and controlled
access to data elements stored in a set of identical
verified blockchains held at multiple locations (B),
wherein each block contains auditable information
about creation and sequencing (C) and encrypted
private information (D). Information about sequencing
could be in the form of a hash that acts as a signature to
uniquely describe one or more previous blocks in the
chain. Although all arrows between (A) and (B) are
shown as double-headed, read and write access to the
blockchain would be stakeholder-dependent as defined
in smart contracts.

Each record in the chain includes precise information
about when it was created and the cryptographic signa-
ture of the preceding record in the chain, along with ad-
ditional arbitrary information. The signature — or hash —
consists of a cryptographically generated sequence of
letters and numbers of a defined length that uniquely
identifies any digital entity. Changing any record would
change its signature, and would therefore create an eas-
ily detectable break in the chain. Records can only be ad-
ded, never removed, and only by consensus of the
maintainers of the distributed copies. Blockchains are
thus immutable.

Information in each block can be encrypted such that
only the holders of the correct cryptographic keys can
access the information in it. Blockchains are thus private.
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An emergent property of this structured and shared
data is that it eliminates the need for trust brokers
between parties who require access to data. Even if not
all data in a blockchain can be accessed due to privacy
constraints, each stakeholder can prove with mathem-
atical certainty that they are in possession of an exact
and unmodified copy of the historical data stream.
Everyone has equal information, and well-constructed
blockchains ensure that all stakeholders can see all the
data required to audit the transactions on the chain.
The decentralized and immutable nature of blockchain
implementations combined with this transparency
means that they convey trust.

Additional rules, often referred to as smart contracts,
can be built into these decentralized, immutable,
private, and trusted ledgers to regulate how the data
can be used. Smart contracts are not a core feature of
every blockchain, but are often central to their use in
the complex world of healthcare. These contracts bene-
fit from the properties of the blockchain: once set, a
smart contract built into a blockchain is immutable and
can be trusted to operate the same way, using trusted
information shared equally between all parties, indefin-
itely. Kristin Lauter, Principal Research Manager at Mi-
crosoft, has said "you can propose any crazy encryption
you want and say it’s secure. Why should anyone be-
lieve you?" (Molteni, 2017). Blockchain technology an-
swers: bitcoin, a high-value implementation of
blockchain, has been open for years to hackers with a
lot to gain but remains secure. This cannot be con-
strued as a guarantee of future performance, but it does
provide some measure of confidence.

It seems important to add, given the frenzy in the press
regarding blockchain technologies (Panetta, 2017), that
blockchains are tools with useful properties that may
be applicable in many areas, but cannot by themselves
solve the panoply of issues endemic to our institutions.
Even with perfect technology, the information being
put onto a blockchain can still contain faults, and any
rules for accessing and adding new information to
blockchains must first be created and agreed to by the
holders of the consensus. The benefits of applying
blockchain technology can be fully realised only after
investment in careful technical and administrative
planning that includes all stakeholders.

Examples of Blockchain Technology
Applications to Healthcare

In general, blockchain technology is best suited to pro-
jects where:
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1. There multiple stakeholders contributing.

2. More trust is required between parties than currently
exists.

3. There an intermediary that could be removed or
omitted to increase trust or efficiency.

4. There is a need for reliable tracking of activity.
5. There is a need for data to be reliable over time.

An examination of some real applications may give a
better understanding of how blockchain technology
works in healthcare, what it offers, and the current state
of the industry. The following specific examples have
been chosen to clarify concepts, and do not indicate
the importance of one approach versus another. A full
exploration of blockchain technology companies
throughout the health sector is beyond the scope of this
review, but an attempt has been made to identify a col-
lection of international and noteworthy examples.

Busting prescription drug fraud

Prescription drug fraud is a well-defined challenge to
which blockchain technology can be applied. In one ex-
ample, the blockchain company Nuco attempts to ad-
dress three common exploits employed to execute
prescription fraud: modifying numbers to change the
prescription itself, duplication of prescriptions (e.g.,
photocopying), and so-called "doctor shopping"
whereby fraudsters visit many doctors to collect as
many original prescriptions as possible (Kesem Frank,
personal communication, August 24, 2017). To address
these problems, experts have called for monitoring pro-
grams to be installed that improve access and response
time, scan prescription data to flag suspicious purchas-
ing patterns, and can alert physicians and pharmacists
(McDonald & Carlson, 2013). Nuco identifies the prob-
lem as an "open-ended loop", meaning that there is in-
complete feedback between the prescription writers
(physicians) and the prescription fillers (pharmacists).
This fragmented communication is the kind of problem
blockchain can solve (Figure 2).

Nuco's blockchain-based solution to the prescription
fraud problem works as follows: when a prescription is
produced by a doctor, a machine-readable code is at-
tached that serves as a unique identifier. This unique
identifier is then associated with a block of information
including the name of the drug, the quantity, the an-
onymized identity of the patient, and a timestamp.
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Figure 2. (A) An example of an open-ended loop, where
a patient is given a prescription by a doctor, who then
delivers it to one (or more) pharmacist(s). A pharmacist
has no knowledge of whether the prescription is origin-
al, accurate, or previously filled. (B) To close the loop,
transactions are stored on blockchains. Each stakehold-
er can access and add to the blockchains as appropri-
ate. For example, a doctor can add record the original
prescription and a pharmacist can check that the pre-
scription is unaltered; a pharmacist can record actions
on a prescription, and the doctor or another phar-
macist can check its status.

When the prescription is filled by a pharmacist, the
symbol is scanned, the attempt to fulfill the prescrip-
tion is recorded on and compared against the block-
chain, and the pharmacist is quickly informed whether
the prescription is eligible to be filled and given inform-
ation to verify its accuracy.

Copies of the blockchain, or distributed ledger, are held
by multiple stakeholders in a decentralized network.
These stakeholders might include pharmacy chains, in-
surance providers, auditors, or hospitals, each of whom
has a vested interest in solving prescription drug fraud
and is large enough to dedicate resources to the com-
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puting infrastructure required. Due to the encryption of
the blockchain information, privacy is maintained
when it is passed between stakeholders, and each of the
stakeholders can only access information to which they
are specifically entitled through the possession of the
correct cryptographic keys. Each of the stakeholders
can trust that the information they have is accurate be-
cause each has an unbroken chain that is identical to
the other chains and that they can audit to ensure its in-
tegrity.

This solution illustrates an example of a permissioned
blockchain, in which only specified parties can read in-
formation and transact. It is one of two common broad
implementations of blockchain technology; the other is
public chains, of which an example is given below.

The Nuco solution integrates on top of existing patterns
of usage and uses existing technologies (e.g., the phar-
macist only requires a smartphone or similar device to
read the unique identifier), providing interoperability
with existing protocols. Interoperability will be an im-
portant consideration as new blockchain projects inter-
face with both current and new technology for
information storage.

HealthChainRx and Scalamed are also working on
blockchain solutions to combat prescription fraud and
are close to releasing solutions. Both have expressed a
strong desire and emphasis on giving patients control
over their data, including the ability to authorize who
can use it and how (Dave Evans and Tal Rapke, person-
al communications, August 2017).

Scalamed plans to adopt a public blockchain rather
than a permissioned chain (see Nuco, above), which
presents an opportunity to differentiate between these
two approaches (Tal Rapke, personal communication,
August 27, 2017). In public blockchains, storage and
maintenance of the blockchain is not restricted to trus-
ted stakeholders. Instead, anyone who participates is re-
munerated for handling the encrypted data structure.
The blockchain is decentralized across many public
nodes that work together to verify and process transac-
tions, resulting in trust that the chain is accurate. They
do this without the ability to decrypt private data. The
choice of one of these different models, permissioned
versus public, is a fundamental decision made early in
any blockchain project.

Patient-centred medical records
If there is a common undercurrent that runs through al-
most all blockchain technology companies working in
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the health sector, it is the desire to enable people to ex-
ercise more personal control over the data collected
about them. Physicians are already inundated with
more information than they can deal with, and much,
much more is coming. A blockchain solution can light-
en this burden on the doctor by creating a higher level
of organization, accessibility, and amenability to time-
saving digital tools while also further engaging the pa-
tient in their own care.

As an initial project, Medicalchain has tackled hospital
discharge summaries, which include a summary of
treatment and necessary follow-up care. Hospitals have
incentive to both ensure these documents are free of li-
ability-creating errors and process them quickly to free
up beds for the next patient in the queue. Currently, in-
formation is siloed: transferring records over municipal
boundaries can require written requests, and problems
with duplication of data, fraud, and inaccessible data
are rampant (Mo Tayeb, personal communication, Au-
gust 25, 2017). Medicalchain has introduced a digitized
solution that leads doctors through a structured dis-
charge process that reduces errors and omissions and
speeds up review by senior staff. They are currently
moving this system to a blockchain, which will enable
efficient decentralized sharing of data between stake-
holders (e.g., hospitals in different networks and health
insurance providers) who will be able to trust that the
patient data is private due to encryption and historic-
ally accurate due to the immutable nature of the block-
chain.

More ambitiously, Medicalchain is currently also devel-
oping a permissioned blockchain shared across a net-
work of trusted international healthcare institutions to
help patients receive care internationally without com-
plicated collection and transfer of medical records (Mo
Tayeb, personal communication, August 25, 2017).
Their proposed solution for enabling international
blockchains is an opportunity to discuss another im-
portant concept: on-chain versus off-chain storage of
information. Some jurisdictions do not allow private
healthcare data to be stored externally. How then can
one construct an international shared data structure?
The answer may lie in the same type of cryptographic
signature that enables each block of the blockchain to
uniquely identify the block that it follows. Similarly,
each block can contain cryptographic signatures of re-
motely stored documents that can be used to prove
that a document has not been changed in any way.
Data can be kept in each patient's home jurisdiction,
and then, when transferred by the patient, proven
through signatures recorded and shared through the
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blockchain to be the complete and accurate record of
the patient's medical history. In this scenario, only
proof that the document is genuine is stored interna-
tionally on the blockchain; the actual documents can
sit (in encrypted form) in home jurisdictions until the
owner of the data (the patient) decides to share them.
Storing cryptographic signatures in this way is known
as “off-chain storage” and is a common theme in block-
chain technology for the health sector, both to deal
with regulatory hurdles and due to the prevalence of
large data files such as imaging data, the inclusion and
sharing of which on the blockchain precludes a stream-
lined solution.

Healthcoin, an initiative that first developed a block-
chain-based solution for helping people work together
to improve diabetes symptoms has since expanded
their vision towards building a system to construct a
global electronic health record system. They identify a
value proposition for patient-centred information con-
trol that consists of three principles: 1) give the com-
plete data to the user, 2) allow the user to channel their
data to its best use, and 3) allow users to broadcast out-
comes with mechanisms in place to certify the broad-
casted information (Diego Espinosa, personal
communication, August 28, 2017). Healthcoin sees
themselves as not being in the healthcare business so
much as the data sharing business, with the patient sit-
ting at the control panel.

This is a busy space, and analogous projects to connect
patient information between stakeholders are being at-
tempted by numerous other players, including BurstIQ,
Factom, GemOS, HealthCombix, MedRec, Patientory,
and SimplyVital. Even IBM's Watson is getting into the
game (Byers, 2017). Patientory, with a solution that at-
tempts to bridge existing electronic medical record sys-
tems in the United States, appears to be the closest to
having a real product in the hands of patients (Pa-
tientory, 2017).

BurstlQ presents a vision of what can be done once
blockchain technology becomes the major medium to
store patients' data. They see the future of care at the
junction of precision medicine, delivering treatments
specific to a particular patient's needs, and machine
learning, where artificial intelligence is used to learn
from health trends and particular patients' histories
(Frank Ricotta, personal communication, August 25,
2017). BurstlQ aims to integrate data streams to gain
new insights into individual best health outcomes and
help people realize them.
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The overt shift to patient responsibility over their own
data in these blockchain-based solutions represents a
significant change. HealthCombix, in collaboration
with PointNurse, is attempting to address this by intro-
ducing a nurse-mediated layer to make sure that the
data that ends up in the immutable blockchain record
is accurate, that it has been transferred correctly to the
patient, and that the patient understands how to cur-
ate, update, and control access to their records (Cyrus
Maaghul, personal communication, August 25 2017.)
Another differentiating feature of HealthCombix is their
plan to tie their system into a specialized hardware
component that can be used to reliably monitor pa-
tients and introduce quality records to the blockchain.
Bowhead is another initiative interested in using a hard-
ware component to feed trusted information to a block-
chain.

Given that these solutions are developed in parallel and
in the absence of standards, a new interoperability
problem emerges. QBRICS and Nuco (Aion) have initi-
ated projects to develop blockchain-based technologies
to translate and consolidate information from multiple
sources to reconstruct patient data fragmented across
platforms.

Connecting the dental industry

The dental industry is a highly fragmented market con-
sisting of many independent practitioners. Dentacoin is
an initiative that aims to use blockchain technology to
connect dentists, patients, and suppliers (manufactur-
ers and laboratories) globally. Phase I of their project
was the implementation of a review platform that relies
on the immutability and decentralization of block-
chains and the transparency and reliability of block-
chain-bound smart contracts to create trust in the
review process. Desirable actions, such as writing a re-
view, are rewarded by transferring cryptocurrency to
the patient, which can then be used to purchase dental
services from participating practitioners. Dentists are
rewarded for participating through access to market re-
search and cryptocurrency accepted by manufacturers.
Dentacoin is banking on the trust and decentralization
inherent in blockchains to enable an economy of scale
to develop between the participating parties, without
requiring additional brokers to manage the interactions
between each individual piece of the network. Of note
is that this blockchain technology endeavour is dipping
its toes into real waters: they already have two proof-of-
concept clinics that accept payments in the Dentacoin
currency, and several dozen real practices registered for
their review platform (Donika Kraeva, personal commu-
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nication, August 28, 2017). Future phases of the Denta-
coin project plan to use their incentive strategy to en-
courage patients to educate themselves about dental
care, set up insurance contracts between patients and
dentists that reward patients who perform a minimum
of dental maintenance, and to serve as a patient health
record, analogous to the patient records covered in the
previous section.

The creators of Dentacoin chose to implement a public
blockchain because they felt that a more centralized
private blockchain would be less trustworthy due to the
more limited number of verifiers ensuring transaction
fidelity. As with most initiatives mentioned in this art-
icle, they favour the storing of private information off
chain (see Medicalchain, above).

Key Additional Areas That May Benefit From
Blockchain Technology Integration

Blockchain technology may revolutionize medical
research and individual care

The storage and sharing of health information presents
an enormous challenge, including some important
risks to privacy, and fantastic opportunities, including
the potential to develop a practical understanding the
health of unique individuals instead of generic human-
ity. Blockchain technology companies are diving into
this space and promising a new era of research and dis-
covery propelled by analysis of aggregated longitudinal
health information from individuals in the context of
that from the population at large, and by a new ability
for researchers to access data they need to gain new in-
sights.

As the decreasing cost of whole genome sequencing ap-
proaches $1000 USD, and still meaningful but some-
what less complete analysis even cheaper, the
collection of this data has become increasingly com-
mon. As an example of the scale of experiment possible
in the past couple of years, one recent study employed
whole genome sequences of over a thousand parti-
cipants (Lippert et al., 2017); in another, two hundred
thousand participants contributed genome-wide mark-
ers (Lo et al., 2016). The application of this scale of data
is potentially revolutionary. The Lo study, for example,
found genetic correlations with psychiatric data that
may have been impossible to locate with fewer mark-
ers. Currently, finding large data sets to better the un-
derstanding of interactions between disease and other
traits and aspects of human lives is a difficult process
filled with many obstacles and much paperwork and
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bureaucracy. Future understanding of human health
may benefit enormously if the data now being accumu-
lated by humans around the world can be made easily
accessible to researchers. This must be done while ad-
hering to ethical standards and with maintenance of
privacy through effective anonymization and owner-
ship of the data by the individual whom it describes, in-
cluding the ability to grant and revoke access to it.
There is evidence that people want this control, and
also that many want their data to be useful: a study of
research participants receiving whole genome se-
quence results expressed a strong desire to receive all
results, including the raw data, and to maintain the pri-
vacy of the data; also, about a third of them consented
to sharing their data (Sanderson et al., 2016). Although
there is evidence that some incentives may be required
(Pevnick et al., 2016), perhaps with the right communic-
ation and protections in place, even more people would
be willing to contribute their data to the common good.

As with many aspects of this nascent industry, it will be
important to get things right: if privacy and ownership
concerns cannot be addressed, the willingness of
people to contribute their information may evaporate.
Operators in this space are aware of the challenge and
they are attempting to grapple with it (Jagadeesh et al.,
2017). Encryption and keyed access are a first level of
protection, but more work is necessary before solutions
are ready to be rolled out widely. It is not a simple prob-
lem to store private information into a public space,
maintain control of who can access it and how it is ap-
plied, and at the same time deal with real-world prob-
lems such as key loss and changes in an individual's
ability to manage their own data, not to mention navig-
ate the process of carefully defining who should have
access to what information and under what circum-
stances (Tanner, 2013).

Why is blockchain technology an interesting tool for
this kind of sharing? In addition to the baseline level of
anonymization afforded by the encryption of data (but
which non-blockchain solutions could also employ),
there are several reasons. The first is the immutability
of the data: once stored, data for research can be trus-
ted not to change. Second, storage would be transpar-
ent: it would be clear to participants what data was and
was not available, and replication of studies to verify
results would be more straightforward, and there is
good evidence that closer monitoring of studies is war-
ranted (Chan et al., 2004; Dwan et al., 2013). Third, with
tested and tried smart contracts in place, owners of the
data could have confidence that they control their own
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data and could both grant and revoke access to it in an-
onymized form to enable research. The immutability of
smart contracts due to their inclusion in the blockchain
is no small thing: it provides confidence that once a re-
lationship is established it will not be altered, and, as it
continues to work as promised, that any contract is se-
cure versus malfeasance.

The focus here has been on the collection of genetic in-
formation from our personal genomes, but this is not
the only new stream of information that could contrib-
ute vast amounts of data to understanding our individu-
al human health. An increasing body of evidence
suggests that our microbiome contains information
about our personal health, and sequencing efforts are
already collecting mountains of bacteriological data
(Lynch & Pedersen, 2016; Zhernakova et al., 2016). Also,
with the advent of the Internet of Things, an explosion
of devices is collecting longitudinal data about all as-
pects of our lives, such as heart rate, step cadence, exer-
cise frequency, vocabulary complexity, diet — almost
anything that can be imagined. Clearly, there are pri-
vacy issues here that must be considered, but this data,
too, could be verified, or at least assigned confidence
levels, and used to assess current health and help to in-
form life decisions for health maintenance and im-
provement.

Government

Governments are eager to determine whether the cost-
saving promises of blockchain technology can be real-
ized, and at the same time to encourage patient em-
powerment and advance medical research and care. In
Canada, a Nuco-Deloitte collaboration has engaged
with a publically-funded research institute to provide a
solution that enables individuals to participate in genet-
ic research, due to be announced in late 2017 (Kesem
Frank, personal communication, August 24, 2017). In
the United States, The Illinois Department of Financial
and Professional Regulation is partnering with health-
care firm Hashed Health to build solutions that take ad-
vantage of blockchain and distributed ledger
technologies to improve the efficiency and accuracy of
cross-state medical licensure (Hashed Health, 2017).
The United Arab Emirates and Estonia have also made
investments in storing medical health records using
blockchain technology (Anderson, 2016; Hankewitz,
2016). These are just a few examples of recent an-
nouncements, and the momentum is growing.

Blockchain technology is a fledgling endeavour and still
must be aligned with current policies and procedures,
especially in the healthcare industry. Recognizing that
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working within the strictures of government is a signific-
ant hurdle all on its own, the National Research Council
Canada's Industrial Research Assistance Program (NRC-
IRAP) has embarked on an experiment that uses block-
chain technology (with its attendant immutability, de-
centralization and transparency) to organize and
disseminate public data about its activities and the com-
panies it serves (National Research Council of Canada,
2017). This is viewed as an achievable program that will
demonstrate that a public blockchain can be used to
hold government data, with a view to learning about,
confronting, and addressing administrative hurdles to
the framework, and ultimately lay down a path for more
complicated data projects (e.g., health data) in the fu-
ture (David Lisk, personal communication, August 29,
2017). Projects like this one may help to establish block-
chain technology as an effective method to record and
share government data and serve as an important build-
ing block for more sensitive initiatives in the future.

Auditing

As Brian Behlendorf, Executive Director of the Hyper-
ledger project, on meeting the sustainable development
goals of the World Economic Forum, put it on a recent
Hashed Health (2017) podcast:

"Every [goal] involves a metric; every metric, in
order to actually know if we are making progress against
it or not, needs to come out of an accounting system of
some sort, and the best way we know today to build an
accounting system that is trustworthy, that is decentraliz-
able ... is with blockchain technology."

Effective and trusted tracking of transactional informa-
tion at each step of a process in a transparent and im-
mutable way is an over-arching trait of blockchain
implementations. Therefore, the idea of auditing inter-
sects much of what has already been discussed. One can
imagine many instances where clear auditing of records
in healthcare would be advantageous, including such
examples as checking medical practitioner credentials,
tracking and reconciling errors or ambiguities in patient
data, and verifying insurance claims. One example of an
initiative that tries to address some of these issues is
Pokitdok, which has partnered with Intel to build a
blockchain-based solution that provides identity man-
agement to validate every partner in a transaction
(Miller, 2017). Two examples of what Pokitdok hopes
this might enable are near-instant billing and insurance
claim resolution, and instant auditing of pharmaceutic-
al supply chains and provenance. iSolve is another com-
pany working in this space, and among other projects is
working on end-to-end blockchain solutions to track
medication distribution.
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There are situations where the importance of careful
tracking becomes painfully clear. Counterfeit and fraud-
ulent medication is a growing problem, especially in
parts of the world where regulation and cooperation
between governments is lacking (McLaughlin, 2012).
Detailed and trustworthy pharmaceutical provenance
and chain-of-custody information could be built into a
blockchain solution, such that local distributors and
consumers could audit their own supply and combat
fraudulent practices such as relabelling of expiration
dates and counterfeiting (Buckley & Gostin, 2013; Khan
& Khar, 2015; McLaughlin, 2012; Sprink et al., 2016).
Pharmaceuticals are part of a much more general case:
everything we consume affects our health, and recently
major retailers and food companies have announced a
collaboration to identify major areas in the global food
supply chain that could benefit from tracking through
blockchain technology (Aitken, 2017). It is worth bear-
ing in mind that blockchain is not a magical auditing
solution that addresses every challenge. It is a tool that
can be used for trusted information storage and shar-
ing, but these initiatives will also require systems to
enter accurate and complete information in the first
place.

Considerations For Future Blockchain
Technology Development

Standards

Ultimately, standards will be important to guarantee in-
teroperability between blockchains and to establish
rules for the safe storage and transfer of information.
Currently, development is dominated by prototypes
and initial phases of projects with the primary concerns
of functionality and proof of concept. A representative
of Dentacoin expressed the general sentiment: "at the
moment everyone should focus on the progress of exist-
ing solutions as well as new ideas and concepts that
might not follow any standardization yet" (personal
communication, August 28, 2017). That said, it is im-
portant to begin thinking about standards, and a stand-
ards group (ISO/TC 307) has been set up for blockchain
(ISO, 2016). For those who wish to have a voice in the
future of blockchain, this may be an important avenue
for contribution.

Intellectual property protection and freedom to operate
must be a key consideration for any blockchain
technology initiative

These are early days for the use of blockchain techno-
logy in health applications, and exciting new ideas are
everywhere. At the same time, fast-moving companies
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and individuals are taking the opportunity to claim
broad swaths of the intellectual property space. A quick
patent search reveals that the company EITC Holdings,
for example, has 63 granted or pending patents in the
United Kingdom with priority dates in early-2016 or
later; if EITC has been as aggressive in the United
States, they will own a significant portion of claims in
the blockchain space. Patent applications do not pub-
lish for 18 months after the earliest filing date, so the ex-
tent of EITC's filing in the United States will not be
known for some time. A report by Reuters suggests that
EITC plans to file many more (Wagstaff & Kaye, 2017).
Companies including IBM, Mastercard, Fidelity, and
Bank of America have also been very active at claiming
intellectual property in this area. The extent to which
these early patents will be allowed in patent offices and
upheld when challenged has yet to be tested. What is
clear is that patents are being awarded in the block-
chain sector in many worldwide jurisdictions and that
forward-looking companies who wish to protect their
intellectual property should develop a plan early on, at
least to secure their freedom to operate. The effect that
the current apparent centralization of control of intel-
lectual property might have on the industry as a whole
is unclear, but should be monitored.

Risks

Blockchain technology is only as good as its users; if
low quality or incorrect information is put onto the
chain, then what can be trusted through immutability
and decentralization is that low quality and incorrect
information will remain on the chain. Blockchain and
supporting technologies offer many new opportunities,
but care must be taken to evaluate the entire imple-
mentation, including what happens to information be-
fore and after it is on a blockchain. Interoperability
solutions will have to be diligent about information that
is stored, and include solutions for resolution of dis-
crepancies and assigning confidence to different kinds
of information.

Also, the movement to transfer information and control
to the patient is laudable, but must be accompanied by
education. As stated by Nicole Tay, a researcher in pub-
lic health (personal communication), if "the whole
point was to empower the patient and address the fail-
ures of our current system, which rely exclusively on
the patient's trust, [and if we create a new system where
patients are empowered to control their data but do not
know what to do with it and end up engaging others to
manage it for them], are we really moving away from a
'trust-based' management system?"
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Hopefully, the industry will take advantage of the cur-
rent hype to establish itself, but not stop asking difficult
questions. There is a risk that consumers will be drawn
in by the golden promise of longer and happier lives
care of big data, which may be difficult to turn down
even if there are risks. A poor outcome is expected for
the blockchain industry if it moves too quickly in the
early days and products are pushed out that are not
ready. Although there are aspects of blockchain techno-
logy that protect against unauthorized access, a large
breach of private data through a technical oversight
could result in fear of what should instead have held
only promise.

One interesting problem is that the ability to access
data in the blockchain is through a "key", which is a
unique sequence of characters and digits. If a key is
lost, then the data it accesses becomes irretrievable.
Losing access to a lifetime of health information
through the loss of one of these keys is unacceptable,
and solutions will have to be implemented to reconnect
users with their data. Current solutions to this intro-
duce back doors to accessing the private data on the
blockchain, replacing one problem with another.

Another challenge is that, if the decentralization of a
blockchain is broken, for example, if one company ac-
quires access to most servers (more than two-thirds
with current enterprise methods), then one agent can
become the only agent of consensus and can modify
the blockchain, contravening the immutability prop-
erty. New technology for consensus and government
regulation surrounding blockchain monopolisation
may be necessary to protect against this eventuality.

Finally, a spectre on the horizon is the emergence of
quantum computing and its predicted ability to break
current encryption methods (Bernstein et al., 2017). It
is not clear exactly when this will occur, but within the
next decade seems possible (Kobie, 2016). We will have
many problems if quantum computing resistant en-
cryption is not solved by then, but if the entirety of
one's health data is sitting in blockchains on publically
accessible servers, then the privacy of that information
will be at risk.

Conclusions

The application of blockchain technology to healthcare
is in its infancy, and there are important challenges to
face and big decisions to make going forward. Our soci-
etal concept of privacy has evolved in the face of chal-
lenges over the past decade and blockchain technology
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may continue to push at these boundaries, but also
promises to deliver great rewards if embraced. If people
are enabled to choose for themselves whether to adopt
blockchain-based solutions, many may deem the risks
of information loss minimal compared to the promise
of an overall gain in privacy and control of one's data
(assuming no major data breaches). They may be will-
ing to risk even more for the promise of longer and
healthier lives by releasing their own data into massive
new collections of anonymized population health data,
which could then be processed by artificial intelligence
to develop personalized healthcare strategies.

The promise of blockchain technology is to enable the
efficient sharing of information with stakeholders while
ensuring data integrity and protecting patient privacy.
Proponents hope that it will bring power to the people
and enable them to make positive decisions that im-
prove their health and that of others around the world.
They see a world where data is safer than ever before.
Skeptics are concerned about the complications bey-
ond the hype; what is envisioned is a massive disrup-
tion of the health sector, and there are many installed
and invested parties who will act against that change,
not to mention ethical, regulatory, and technical details
still to figure out.

If the challenges of interoperability continue to be over-
come, dependable privacy established, good anonymiz-
ation protocols developed, and consensus achieved
around the kinds of contracts needed to control inform-
ation, then a new age of healthcare may be around the
corner. These are significant challenges, but as de-
scribed above, companies have already made signific-
ant inroads into addressing them even at this early
stage. This century's technology giants have already
shown us that they are good at using artificial intelli-
gence to learn from data; the same kind of technology is
poised to produce disruptive new insights with the kind
of data now being produced around health, with pri-
vacy and patient control as an important central tenet.
Some see this as an important step towards the "health
singularity": a transformative event where individual-
ized healthcare is delivered based on a deep under-
standing of the personal biology of each individual.

The potential of blockchain technology is currently be-
ing explored across many healthcare sector implement-
ations. A close watch on the companies mentioned in
this review, many of which expect to make major an-
nouncements in coming months, would be a good first
step to keep apace of developments. The technology
(and its marketing) is booming, and care should be
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taken to look beyond "white papers" and press an-
nouncements. Academic literature seems to be lagging,
which leaves sources such as the press and critical dis-
cussions in online forums such as Reddit as primary op-
tions to seek sober second thought. It is an exciting
time, with many new applications and implementa-
tions being discovered and developed, and full of much
promise.
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Blockchain-based solutions have the potential to make government operations more ef-
ficient and improve the delivery of services in the public and private sectors. Identity
verification and authentication technologies, as one of the applications of blockchain-
based solutions — and the focus of our own efforts at SecureKey Technologies — have
been critical components in service delivery in both sectors due to their power to in-
crease trust between citizens and the services they access. To convert trust into solid
value added, identities must be validated through highly-reliable technologies, such as
blockchain, that have the capacity to reduce cost and fraud and to simplify the experi-
ence for customers while also keeping out the bad actors. With identities migrating to
digital platforms, organizations and citizens need to be able to transact with reduced
friction even as more counter-bound services move to online delivery. In this article,
drawing on our own experiences with an ecosystem approach to digital identity, we de-
scribe the potential value of using blockchain technology to address the present and fu-
ture challenges of identity verification and authentication within a Canadian context.

Introduction

Identity verification and authentication has long been a
critical component in service delivery for both the
private and public sectors, but changing citizen de-
mands in the digital age have stressed the need for new
approaches to verify that an individual is who they say
they are — with surety. At the same time, as more of our
lives migrate online, “bad actors” such as hackers and
fraudsters are always finding new ways to exploit our
sensitive information for their own personal gain at the
expense of legitimate users and online service organiza-
tions.

Governments, banks, telecommunications companies,
healthcare providers, and businesses of all sizes are vo-
cal in their commitment to becoming more digital —
and that commitment hinges on digital identity. Digital
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identity is a critical, but underserved, layer of the digital
era for the safety of citizens as they continue to do more
online both domestically and globally. Today, every ser-
vice is an island unto itself. There is no open mechan-
ism for citizens to assert their own digital identities, for
ways for citizens to have trusted third parties to add
fragments or attributes (“X is a doctor”, “Y’s reported in-
come from last year is”, or “Z’s background check has
been verified”) to those identities or for citizens to sub-
sequently use their identities around the world and
safely interact and authenticate themselves with online
services they want to access.

Current identity tools do not support this modern ap-
proach, relying instead on physical identity documents,
processes, and methods that require expensive and te-
dious counter visits. Username and password combina-
tions are cumbersome and easily forgotten, while
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patchwork solutions authenticating users with photos
of driver’s licenses are less secure, are often extremely
difficult to validate, and are easy to spoof. The results of
today’s inefficient identity-verification methods are
high registration costs coupled with fraud and breach
risks for businesses, together with low-convenience
processes for citizens.

In this article, we argue for an approach that combines
the benefits of blockchain and digital ecosystems. As
Gartner (2017) defines it, “A digital ecosystem is an in-
terdependent group of enterprises, people and/or
things that share standardized digital platforms for a
mutually beneficial purpose (such as commercial gain,
innovation or common interest). Digital ecosystems en-
able you to interact with customers, partners, adjacent
industries — even your competition.” We further argue
that new digital identity standards and tools that are
trusted across the economy are required to allow indi-
viduals to prove they are who they are - in a secure and
privacy-enhancing way. Businesses, governments, and
consumers need help to combat rising rates of cyber-
fraud and cybercrime, reduce the risk and friction of
transacting digitally, and increase trust and safety for
citizens. As a potential enabler of such help, we look to
an ecosystem approach to digital identity based on
blockchain.

Blockchain - The Building Block for Better
Digital Identity

A number of public and private sector organizations
have implemented various identity management solu-
tions to manage authentication and authorization priv-
ileges of their users within or across system and
enterprise boundaries. Many of these current solutions
rely on federated authentication and identity networks
services provided by a centralized broker architecture.
These solutions allow end users to authenticate or
provide their identity data claims using third-party di-
gital credentials they already have and trust, such as
from their banks.

Although currently deployed identity-brokerage sys-
tems provide great utility to their participants, it has
been noted that the principles upon which they are de-
signed have several security and privacy limitations. De-
sirable improvements, described by the United States
National Institute of Standards and Technology (NIST)
(Grassi et al., 2015) and Branddo and colleagues (2015),
include an architecture that reduces reliance on single
point of trust and failure and prevents any single party
from tracking a user’s transaction, while maintaining
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an auditable trail that cannot be altered but also pre-
vents data mining. The identity of the participant
should also be protected using state-of-the-art crypto-
graphic technologies and protocols.

To meet these privacy and data integrity goals, what is
needed is a decentralized model based on blockchain
that leverages well known technology platforms and
standards, and that is available to an ecosystem of parti-
cipants leveraging an easy-to-license open source code-
base maintainable by an established group of
developers. If designed to promote easy adoption and
integration, and to comply with established security,
network communication, and design requirements,
this system can be implemented quickly while adhering
to guiding principles that are designed to improve pri-
vacy, security and ease of access to digital services for
both citizens and service providers.

These guiding principles, which have been developed
in collaboration with the Digital ID & Authentication
Council of Canada (DIACC, 2017), are as follows:

1. No Centralized Authority: Both users and consortium
members interact directly with the marketplace en-
suring that there are no middle-man servers acting as
a single point of failure or having the ability to
tamper with the transactions.

2. Secured Blinded Infrastructure: Participants’ identit-
ies should be guaranteed and protected using state-
of-the-art cryptographic technologies and protocols,
while all parties involved in a transaction should re-
main anonymous to one another. Users’ data should
not be accessible to the central infrastructure at rest
or in motion.

3. Decentralized, Secured, and Private Data Architec-
ture: Data storage, transaction endorsement, and log
and configuration rules should be available only to
network participants, while the network owner main-
tains financial auditing events in a private ledger
with the related proofs of existence stored in a dis-
tributed ledger shared with all network participants.
Each digital asset should be encrypted with a split
key, where the data custodian holds part of the key
and the user holds the other.

4. Privacy and Controls: Users must always be in exclus-
ive control. Data should be encrypted and consent
should be signed with keys that are in the users’ con-
trol, while data at rest must not be linkable. Data in
transit must be viewed by the minimum number of
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systems to satisfy the transaction endorsement policy
(endorsement is where an organization has verified
the validity of a transaction), while user transactions
(such as consent) should be linkable to a user only
during an authorized investigation (but not other-
wise). Transactions should be endorsed by multiple
organizations to be valid (to ensure that no single or-
ganization can create unauthorized transactions).

5. Book Keeping, Audit, and Billing: A transaction his-
tory must be kept and cannot be altered, and audit-
able and decentralized architecture where billing can
occur without the network being live.

The application of these principles adds value to the In-
ternet as a new, distributed platform that will help re-
shape the world of business and transform the order of
human affairs for the better. As an indication of the po-
tential benefits of this approach, Tapscott and Tapscott
(2017) have summarized the views of 40 policymakers,
entrepreneurs, and other experts in Canada on their col-
laborative approach to transform the country into a
world leader in digital identity. This work provides valu-
able insight on the called “second generation of the di-
gital revolution” that, according to the authors, is being
powered by blockchain technology.

A Collaborative Approach to Identity

No single organization or industry can solve the identity
challenge alone. It takes a village to make identity. This
is how the world works in-person already — new service
registrations require customers to show up with trusted
documents from existing third parties. What is needed
to expand in-person registrations so they work online
and at the call centre, too. Adding integrity to the cur-
rent counter processes is also required so that source
documents can be verified and matched to the applic-
ant. Expanding the identity ecosystem in this way al-
lows companies to leverage the best and most reliable
information available to validate a customer’s identity.
This technical implementation of the ecosystem archi-
tecture leverages blockchain and distributed ledger
technology, which provides the ecosystem foundation.
Blockchain facilitates the immutable, secure, and pri-
vacy-respecting sharing and validation of digital attrib-
utes for consumers and businesses.

The strengths of each company converge to create the
standards needed to support a world-leading network
model enabling privacy, security, and trust in digital
identity authentication, verification, and attribute shar-
ing. Standards drive consistent experiences across in-

timreview.ca

dustries, reinforcing user behaviours, which increases
security — in fact, the user experience is the security.
Hiding the security model from users simplifies the ex-
perience and minimizes the attack surface that needs to
be managed.

Collaboration is necessary to keep the user in the centre
of their transactions across the economy. This to enable
the secure digital identities needed for citizens to access
services from governments and businesses alike.
Neither authentication nor identity registration are a
source of competitive advantage for anyone — in fact,
lack of consistency is a source of risk business and a
frustration for customers. We only need look at the pay-
ment system as proof here — the card-based payment
system is standardized across the world, and across the
payment brands. Digital identity needs the same capab-
ilities and scope for global reach, universal acceptance,
and simplified user experience.

We believe that secure, trusted digital identities will al-
low citizens to carry out high-value and day-to-day
transactions online, in more economically efficient
ways without increased risk; will reduce identity theft
and improve public safety and confidence by making it
more difficult to use identities fraudulently; and will im-
prove healthcare and healthcare outcomes.

In Canada, we believe that secure digital identities will
improve access to government services, regardless of a
user’s location, that would normally require them to ap-
pear in person, and are critical to achieving much of the
federal government’s innovation and economic vision —
digital identification is inextricably tied to digital eco-
nomy transformative innovations.

Identity Ecosystems in Action

Banks, telecommunications companies, sharing eco-
nomy companies, and many others around the world
stand to benefit greatly from a digital identity ecosys-
tem based on blockchain, but in Canada, we have iden-
tified two areas that stand to benefit the greatest:
government services and healthcare.

Government services

Immediate access to services has always presented a
challenge to governments, where the utmost needed for
fraud prevention and thorough physical identification
verification has been in place. For instance, renewing a
driver’s license or passport most commonly requires a
visit to a physical location, identity documents in hand,
and wait times that frustrate citizens in the digital age.
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With mass adoption, government services stand to re-
duce customer service overhead costs associated with
physical office space, verification, call centres, and
more, resulting in hundreds of millions of tax payer dol-
lars saved each year, better information sharing across
the country, with the additional benefit improved cus-
tomer service and satisfaction.

Healthcare

Many adult Canadians manage healthcare needs for a
spouse, children, or aging parents. Although they may
undertake many day-to-day activities online, healthcare
management often relies on phone and fax for commu-
nications with healthcare providers. Phone tag is com-
mon, with voicemail effectively unused due to privacy
reasons. Appointments are only made and changed on
the phone, in direct conversation. Referrals between pro-
viders “vanish” from a patient perspective, and all-too-
often, a receptionist selects an inconvenient appoint-
ment for the patient, starting another round of phone
tag.

Access to a patient’s test results is cumbersome. Private
labs provide online access to some test results because
privacy laws prevent sharing results across providers.
Hospitals offer online access to results, for only their
tests, and not to information in other provider locations.
Primary care physicians, generally, do not allow access
to anything. In this digital age, fax machines continue as
the gold standard for secure messaging between pro-
viders in the healthcare system — paper messaging.

With an inclusive, comprehensive, and secure method
of identification Canadian healthcare could be trans-
formed - significantly streamlining patient administra-
tion, engaging consumers in self-care and management
at home, and supporting those who manage the well-
ness of their family. Patients and providers could se-
curely identify during appointment bookings, access
records and authorize a “circle of care” to share their pa-
tient history across multiple providers and family mem-
bers.

Implicit or explicit consent by consumers to authorize
access to their personal information is supported by this
secure method of identification, including delegation
from aging parents to a “child” who is acting as their
healthcare manager, or rules delegating access to their
children’s records. Secure identification is critical for
home-based monitoring devices such as glucometers,
intelligent weigh scales, or exercise trackers as data
streaming from these devices is consumed by medical
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record and “smart” monitoring systems. Secure digital
identification also enables protection of health informa-
tion for children under the care of social service agen-
cies, or for a spouse under court order.

Although time savings for health providers and conveni-
ence for patients are significant, the transformative
value to the health system is reducing the demand side
of healthcare via patient engagement.

Digital Identity on Blockchain Will Benefit to
the Bottom Line

Cost savings regarding password management alone
range in the millions. In 2016, the average administrat-
ive cost at call centres to manage and administer a lost,
forgotten, or stolen password was estimated to be $31
per incident (Martin, 2016). Assuming one incident per
year per working Canadian, across 18.454 million work-
ing Canadians, $572 million are lost annually to just call
centre password management services and lost pro-
ductive hours (StatsCan, 2017).

But, improved password management is one of many
benefits of a standardized ecosystem. With adequate
funding to convene participants, the economic impact
on Canada is nearly incalculable. Banks, telecommunic-
ations companies, and governments stand to save hun-
dreds of millions per vyear through increased
efficiencies. With application to healthcare and patient
consent to view and share their records, billions can be
saved annually.

There are multiple other examples of the benefits of
blockchain. For instance, Tapscott and Tapscott (2016)
highlight that blockchain could transform remittances
— the largest flow of funds - into the developing world,
and it could provide immutable land title registration
for the estimated 5 billion people in the world who have
only a tenuous right to their land.

Conclusion and Next Steps for Canada

Private and public sector organizations have many chal-
lenges to overcome in synchronizing and aligning their
digital transformation efforts to enable the network ef-
fects to take hold. Canada’s policymakers, civil society
leaders, senior business leaders, and entrepreneurs,
among other actors, are building strong clusters to help
the country be the leader of the next era of the Internet
as a platform that helps transform human affairs for the
benefit of the citizens.
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Executives can contribute to the digital ecosystem by
creating open and collaborative cultures where know-
ledge and innovation are shared with the industry for
the benefit of the masses and, more so, to establish
quality and communication standards. They also can
contribute by staying open to change, embracing digit-
al adoption and transformation within their manage-
ment models and infrastructure.

It is time for institutions to rethink their processes and
governance structures to become more agile and innov-
ative players. The success of an harmonious digital
identity ecosystem relies on staying ahead of the organ-
ization’s digital curve.

As a first step to provide better quality in the provision
of public services, SecureKey Technologies’ blockchain-
based ecosystem (securekey.com) allows multiple part-
ners to strengthen authentication and provide identity
attribute validation, as a fabric of trust and as a solid
foundation to embrace a new digital era.

SecureKey Technologies‘ vision for the future of digital
identities redefines the ways both consumers and busi-
nesses approach identity verification and the sharing of
key personal information. The ecosystem members’
commitment to consumer rights and the secure evolu-
tion of digital identities has engaged more like-minded
organizations to participate and create a standard of
privacy and consumer empowerment across organiza-
tions and industries. This process continues to involve
exceptional collaboration between SecureKey Techno-
logies, the DIACC, Canada’s leading financial institu-
tions, government agencies, telecommunications
providers and many, many more. It takes a village to
make identity work.
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Q. Is Internal Audit Ready for Blockchain?

A. Blockchain technology offers the promise of “a
safe, transparent, rapid and affordable digital solution
to many government challenges” (Policy Horizons,
2016). However, this same technology also poses chal-
lenges and opportunities to internal auditors wishing
to provide maximum value to their organizations,
whether governmental or otherwise. In order to rise to
the challenges and capitalize on the opportunities, in-
ternal audit departments must be able to place audit-
ors — well trained on both blockchain technology and
on all blockchain projects right from their inception.

To assess its readiness for blockchain, first consider
the function of internal auditing. Internal auditing “is
an independent, objective assurance and consulting
activity designed to add value and improve an organiz-
ation’s operations” (IIA, 2017). Internal auditors ac-
complish this activity through the use of a systematic,
disciplined approach to evaluate and improve effect-
iveness and efficiency. To deliver this value to organiz-
ations, there are three major areas of focus for internal
auditors:

1. Governance is “the combination of processes and
structures implemented ... to inform, direct, man-
age, and monitor the activities of the organization
toward the achievement of objectives” (IIA, 2017).
The governance framework includes ethics and val-
ues, organizational performance, and accountability
— as well as the communication of risk and control
activities within the organization and information
technology strategy.

2. Risk management refers to the assessment of risks
that directly relate to, and impact the achievement
of, an organization’s mission and objectives. This
process includes understanding an organization’s
appetite for risk, the analysis of fraud risks, and a fo-
cus on technology risks as they apply to the achieve-
ment of an organization’s mission and objectives.
Risk management also involves an assessment of the
processes involved in the assessment and commu-
nications of risk.
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3. Controls are implemented to help mitigate risk and
are the processes for assuring achievement of an or-
ganization’s objectives in operational effectiveness
and efficiency; reliable financial reporting; and com-
pliance with laws and regulations.

In order to provide this independent, objective assur-
ance, internal auditors assess the adequacy and effect-
iveness of the management control framework that has
been established by management. This is done to
provide boards, audit committees, and senior manage-
ment with an objective appraisal and assessment of the
adequacy and effectiveness of governance, risk manage-
ment, and control activities.

Furthermore, the methodologies and tools for provid-
ing this assurance have been developed and form the
professional standards by which internal auditors per-
form their work. Although blockchain technology is
new, this is not the first time a new technology has
been developed. Thus, it will require internal auditors
to employ new approaches to assessing this new tech-
nology using well established professional standards to
ensure adequate assurances can continue to be made.

Blockchain technology is coming rapidly and, at least in
Canada, many levels of government are already on
board. As an example, the Toronto-based Blockchain
Research Institute (blockchainresearchinstitute.org) has re-
cently been granted “support from the federal govern-
ment, the Ontario provincial government, and the City
of Toronto, in addition to the University Health Net-
work in Toronto, the Bank of Canada, and the Federal
Institute on Governance” (Kovacs, 2017). Indeed, Policy
Horizons Canada (2016), in a brief on blockchain tech-
nology, stated that it “could facilitate payments, bene-
fits distribution, identification, record keeping and
certification to name a few.”

Although blockchain is the technology that allowed the
creation of cryptocurrencies (such as Bitcoin or Ether),
it is not itself a cryptocurrency. Rather, blockchain tech-
nology is used to enable the existence of these crypto-
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currencies in the same way that TCP/IP (transmission
control protocol/internet protocol) is used to enable
the existence of online shopping sites such as Amazon
(Iansiti & Lakhani, 2017). In the case of both technolo-
gies, the full range of possible applications is exception-
ally diverse. In simpler terms: blockchain technology
enabled the creation of cryptocurrencies in the same
way that steel girders enabled the creation of sky-
scrapers. Skyscrapers could not exist without steel
girders but these same girders can be used to build
longer bridges and other structures previously not pos-
sible.

So, what is revolutionary about blockchain-based ap-
plications (blockchains) from the internal audit point of
view? They quite simply require a change in the way or-
ganizations and individuals think about where we find
the “truth” about transactions and information. Up un-
til the advent of blockchains, the only way to establish
one version of the truth was to designate a system of re-
cord for specific ledgers. A system of record was
thought of as “the place where there is a definitive value
for some unit of data” (Inmon, 2003). Just as someone
with one watch always knows what time it is and
someone with two watches is never quite sure, a system
or record ensures you always have one truth. Systems
of record live on one system, within a specific organiza-
tional structure, and are subject to one governance and
control structure.

Iansiti and Lakhani (2017) explain how blockchain is
different as follows:

“In a blockchain system, the ledger is replicated
in a large number of identical databases, each hosted
and maintained by an interested party. When changes
are entered in one copy, all the other copies are simultan-
eously updated. So as transactions occur, records of the
value and assets exchanged are permanently entered in
all ledgers.”

In a blockchain, there is no longer one specific system,
within one specific organizational structure, where the
“truth” resides. Instead, there is a permanent shared
ledger that provides all interested parties or stakehold-
ers with exactly the same “truth” simultaneously. Now
the governance, risk management, and control mechan-
isms are sometimes associated with the blockchain, not
with a specific system or organization. Think of it this
way: in your private home, you get to set the rules for
building and using a pool but when you move to a con-
dominium, the condominium association holds that
power.

timreview.ca

The full impact of this change — from all applications
having a system of record to some applications using
blockchains — are still being discovered, but one can
identify several obvious implications for internal audit.
First of all, internal auditors will need to access informa-
tion in new formats. Essentially, there will be a new
technical environment where critical information is cre-
ated and stored and internal auditors must be able to
access information contained in this environment. In-
ternal auditors will also need to maximize the value of
“real-time” information; the value of sampling will have
to be re-evaluated when the use of data analytics, on
continuous information, is technically feasible. Another
consideration is that internal auditors will sometimes
need to work collaboratively across organizations.
There are public blockchains, such as Ethereum
(ethereum.org), that applications may be run on and that
have preexisting governance structures, but there are
also private/consortium blockchains that are only open
to identified stakeholders. Each of these blockchains
will have their own governance structure, one that may
involve a number of stakeholders across multiple organ-
izations. Internal auditors from these multiple stake-
holders will need to work together to ensure all their
requirements are met. Finally, internal auditors will
need to understand that some work being routinely per-
formed today will become redundant. For example,
with a shared ledger there will no longer be any require-
ment to reconcile differences between systems of re-
cord. Instead, there will be one version of the truth and
all stakeholders will have access to it.

This background leads us to examine some of the issues
regarding what internal audit departments need to con-
sider in preparing themselves for this new technology.
In order for internal auditors to provide objective assur-
ance and insight on the adequacy and effectiveness of
governance, risk management, and internal control pro-
cesses in environments utilizing blockchains, the in-
ternal auditors must fully understand what they are
being asked to deal with.

In support of this objective, internal auditors should
consider the following:

1. Internal auditors must possess “the knowledge, skills,
and other competencies” needed to perform their in-
dividual duties. (IIA, 2017) Therefore, before adopt-
ing blockchain, internal audit departments should
start training some of their people on blockchain. In-
ternal auditors today are quite familiar with systems
of record and their governance, risk management,
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and controls. In order to effectively deal with block-
chain-based applications, they must first under-
stand the basics of the technology and, in particular,
the evolving area of governance.

2. Internal auditors must be involved at the planning
stage of blockchain-based applications. All systems
must have adequate governance, risk management,
and controls, and it is much easier to build these in
right from the start than to retrofit them after a prob-
lem has been identified.

3. Internal audit departments must include continu-
ous auditing as part of their standard audit method-
ology, if they have not done so already.
Blockchain-based applications provide real-time ac-
cess to information; continuous auditing will allow
internal auditors to use this real-time access to
transactions to increase the value they bring to their
organizations.

4. As a profession, internal auditors are prudent. This
prudence has served the profession well and is re-
lied upon by clients. Unfortunately, there are times
when this trait can result in a slow approach in ad-
opting new technologies. It is important that intern-
al auditors prepare themselves such that they can
meet the demands of their clients while maintaining
their professional standards.

5. The relevant standards bodies will need to cooper-
ate in determining the optimum approach to ensur-
ing that blockchain-based applications not only
deliver the business value promised but also do
such in a manner consistent with prudent and ef-
fective governance. Although there is a growing con-
sensus that blockchains can offer significant value
to large organizations, due diligence must still be
performed to ensure that such applications are the
best choice for a specific objective.

6. One of the key strategic advantages that internal
auditors have is their knowledge of the business and
organization they support. This knowledge will be
critical when it comes to supporting the implement-
ation of blockchain for, without this knowledge, ad-
equate assessment of the governance, risk, and
control environment will be difficult to provide.
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Blockchain certainly has the potential to enable nu-
merous new digital solutions to many of the challenges
governments and other large organizations face. We
must, however, take the necessary steps today to en-
sure that the blockchains of tomorrow are subject to
the same high standards as all other business systems
and processes. Otherwise, we risk that potential being
unrealized.
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Issue Sponsor
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,: Lead To Win

Do you want to start a new business?
Do you want to grow your existing business?

Lead To Win is a free business-development program to help establish and
grow businesses in Canada's Capital Region.

Benefits to company founders:
e Knowledge to establish and grow a successful businesses
e Confidence, encouragement, and motivation to succeed
e Stronger business opportunity quickly
¢ Foundation to sell to first customers, raise funds, and attract talent
e Access to large and diverse business network

Twitter

Apply Now E Slideshare

leadtowin.ca o® Hickr
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Academic Affiliations and Funding Acknowledgements

1 Technology Innovation Management (TIM; timprogram.ca) is an
ar eto I I international master's level program at Carleton University in
UNIVERSITY Ottawa, Canada. It leads to a Master of Applied Science

(M.A.Sc.) degree, a Master of Engineering (M.Eng.) degree, or a
Master of Entrepreneurship (M.Ent.) degree. The objective of
this program is to train aspiring entrepreneurs on creating
TIM wealth at the early stages of company or opportunity lifecycles.
* The TIM Review is published in association with and receives
partial funding from the TIM program.

l“'l The Federal Economic Development Agency for Southern
a I I a Ontario (FedDev Ontario; feddevontario.gc.ca) is part of the
Innovation, Science and Economic Development portfolio and

one of six regional development agencies, each of which helps
to address key economic challenges by providing regionally-
tailored programs, services, knowledge and expertise.

* The TIM Review receives partial funding from FedDev
Ontario's Investing in Regional Diversification initiative.
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